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JlaHHBIN JOKyMeHT BcTymnaeT B cuiy ¢ 01.03.2026 (ityHKT 4).

3apeructpupoBaHo B MuHiocte Poccun 16 uions 2025 r. N 82619

OEOEPAJIBHAS CITY>KBA IO TEXHUYECKOMY U OKCITIOPTHOMY
KOHTPOJIIO
[IP1IKA3
ot 11 anpensg 20251.N 117
OB YTBEPKIEHMU TPEBOBAHNI O 3AUIUTE UHOOPMAIINN,
COIEPXAIENCS B TOCYOJAPCTBEHHBIX UHO®OPMALIMMOHHBIX
CUCTEMAX, UHBIX NTH®OPMAIIMOHHBIX CUICTEMAX
T'OCYIAPCTBEHHBIX OPTAHOB, TOCYOJAPCTBEHHBIX YHUTAPHBIX
[IPEATIPUSTUIN, TOCYOAPCTBEHHBIX YUPEXKIEHUI

B cooTBeTcTBMM € UuacThio 5 ctathyu 16 ®emepanbHOro 3akoHa ot 27 urojst 2006 1. N 149-03 "O6 nubpopmarnmn,
MHGOPMAIMOHHBIX TEXHOJOTUSIX M O 3alUTe MHPOPMaIMK', TyHKTOM 2 1 rogmyHKToM 9(1) myHkra 8 ITonoskeHus o
denepabHOI CTYKOE M0 TEXHMYECKOMY U SKCITOPTHOMY KOHTPOJTIO, YTBEpKIeHHOro YKa3om IIpesumenTa Poccuiickoii
®eneparyu oT 16 aBrycra 2004 r. N 1085, mpuKasbiBao:

1. YTBepauTh npuiaraeMblie TpeGoBaHMs 0 3aIuTe MHGOPMAIVM, COIEPIKAIIENCS B TOCYIapCTBEHHBIX MH(GOPMAIMOHHbIX
CUCTEMAX, MHBIX MH(GOPMAIMOHHBIX CUCTEMAX rOCYyAapPCTBEHHBIX OPTAHOB, FOCYAAPCTBEHHBIX YHUTAPHBIX MTPEATIPUSITUIA,
rOCyIapCTBEHHBIX YUPEXKIEeHUIA.

2. TpM3HaATH YTPATUBIINMU CUITY:

nipyka3 ®CTAK Poccun ot 11 depans 2013 1. N 17 "0O6 yrBepskaeHuu TpeboBaHuii 0 3anyute uHGoOpMalum, He
COCTaBJISIONIE} TOCYIapCTBEHHYIO TaliHy, COIepsKalleiics B rOCyIapCTBEHHbIX MH(GOPMAILIMOHHbIX CHCTeMax"
(3apeructpupoBad MunHwocrom Poccun 31 mast 2013 1., perucrpanuyodHssiii N 28608);

npukas ®CTIK Poccun ot 15 deBpansg 2017 . N 27 "O BHeceHUM u3MeHeHui B TpeboBaHMs 0 3a1IuTe MHPOpMaLuy, He
cocTaBJsIIolIelt rocygapcTBeHHYIO TailHy, coflepiKalleiicsl B TOCyIapCTBEHHBIX MHGOOPMALMOHHBIX CUCTeMaX, yTBepsKIeHHbIe
npukazoM defepanbHOI CTYKOBI TT0 TEXHUUECKOMY Y SKCIIOPTHOMY KOHTpOso oT 11 deBpans 2013 1. N 17"
(3apeructpupoBaH MuHioctoM Poccun 14 mapra 2017 1., peructpanoHnHsiii N 45933);

npukas ®CTIK Poccuut ot 28 mas 2019 1. N 106 "O BHeceHuu usMeHeHuii B Tpe6oBaHMs O 3aliuTe MHGOPMALIK, HE
COCTaBJIAIONIE} TOCYIapCTBEHHYIO TaliHy, COIepsKalleiics B rocyIapCTBEHHbBIX MH(GOPMAIMIOHHBIX CUCTEMAX, YTBEPKIEeHHbIE
npuka3zom PenepanbHOI CTYXKOBI IO TEXHUYECKOMY M 9KCIIOPTHOMY KOHTpo:io ot 11 despansa 2013 1. N 17"
(sapeructpupoBad MuHioctoM Poccun 13 centsiops 2019 r., perucrpaunoHHbiii N 55924);

npuka3 ®CTIK Poccunm ot 27 ampens 2020 r. N 61 "O BHeceHuu nsmeHenus B mpukas @CTIK Poccun ot 28 mast 2019 1. N 106
"O BHeCeHUM U3MeHeHMi B Tpe6oBaHMs 0 3anuTe MHGOPMAIMK, HE COCTABJISIONIEl TOCYIapCTBEHHYIO TaliHYy,
cofepsKalieics: B rocygapcTBeHHbIX MHGOPMAIMOHHbIX CUCTEMAaX, YTBepKIeHHbIe MTpuKazoM DenepanbHOM CITY>KObI IO
TEXHMUYECKOMY M 9KCITOPTHOMY KOHTPOJIIo OT 11 deBpanst 2013 r. N 17" (3aperucrpupoBan Munioctom Poccun 12 mas 2020
I., perucTpauuoHHsbIii N 58322);

MYHKT | M3MeHeHMIi, KOTOpbie BHOCITCS B TpeOGoBaHMS O 3alUTe MHPOPMAIMK, HE COCTABJISIONIE/ roCyIapCTBEHHYIO TaifHYy,
cofiepsKalleincst B rocyIapcTBeHHbIX MHGOPMAIMOHHbIX CUCTEMAX, YTBEPKIeHHbIE MTpUKa3oM DeiepabHOM CITY>KObI 10
TEXHUYECKOMY M 9KCITOPTHOMY KOHTpPOJIIo OT 11 deBpasst 2013 1. N 17, u B TpeboBaHMs 110 0b6ecIieueHnIo 6e301acHOCTA
3HAUMMBbIX 0ObEKTOB KPUTUUECKOI MHPOPMAIIMOHHO MHGPACTPYKTYypbl Poccuiickoii demepanyin, yTBepsKIeHHbIe
npukasom demepanbHO CIYKOBI [0 TEXHUUYECKOMY U 9KCIIOPTHOMY KOHTPOJIIO OT 25 mekadpst 2017 r. N 239, yTBepsKIeHHbIX
npukaszom ®CTIK Poccunm ot 28 aBrycta 2024 r. N 159 (3apeructpupoBaH MuHwoctom Poccun 24 oktsi6pst 2024 .,
peructpaunoHHsbiii N 79900).
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3. YCTaHOBUTbD, UTO aTTECTAThl COOTBETCTBUS HA TOCYHAaPCTBEHHbIE MH(POPMAIIMOHHbIE CCTEMBI ¥ MHbIe MH(POpMalIOHHbIE
CUCTEMbI, BbIIAHHbBIE [0 AHS BCTYIUIEHMS B CUJTY HACTOSIIIETO MTPMUKA3a, CYUTAIOTCS JeICTBUTETbHBIMU.

4. Hactosmmnit mpuka3s BCTymaeT B cuiy ¢ 1 mapra 2026 T.
Zupexkmop
DedepanvHoli Cy#cbbl N0 MEXHUUECKOMY
U IKCNOPMHOMY KOHMPOJIO
B. CEJIUH
YTBEP)K/IEHDI
npuxasom @CTOK Poccuu

om 11 anpens 2025 2. N 117

TPEBOBAHMS O 3AIIVUTE MTHOOPMAIIMU, COOEPYKAIIIENCS B
I'OCYOAPCTBEHHbBIX MTHOOPMALIMOHHBIX CUCTEMAX, MHBIX
NHOOPMALMOHHBIX CUCTEMAX I'OCYJAPCTBEHHbBIX OPTAHOB,
T'OCYIOAPCTBEHHBIX YHUTAPHBIX ITPEOIIPUSTUNA,
T'OCYIOAPCTBEHHBIX YUPEXIEHUN

I. OG1 e MoIOKeHUsI

1. TpeboBaHMs 0 3amuTe MHOOPMaLVK, comepsKalleiics B TOCYIapCTBeHHBIX MHPOPMAIIMOHHBIX CUCTEMAaX, MHBIX
MHGOPMAIMOHHBIX CUCTEMAX rOCyJapCTBEHHbBIX OPTAHOB, TOCYAAPCTBEHHBIX YHUTAPHBIX TPEATIPUSITUI, TOCYTAPCTBEHHBIX
yupexaenui (nanee - Tpe6oBaHMS), IPUMEHSIIOTCS 1711 06ecriede s 3aUThl (HEKPUTITOrpaduuecKMMMU METOIAMM)
uHbOpMaIHu, MpefoTBpallleHNs] HeCAaHKLIMOHMPOBAHHOTO JOCTYIA K MHGOPMAaLNY, Cliel[MaabHbIX BO3IeiCTBMI Ha
MHbOpMaIIo (HoCUTeMM MHPOpMAaIN) B IEISIX ee JoGbIBaHMSI, YHUUTOKEHUS, ICKa)KeHMSI, GIIOKMPOBAaHMS TOCTYIIA K
uHboOpMaIMM, COAepiKaleics B QYHKUIMOHUPYIOUIMX Ha TeppuTopun Poccuiickoit @epepaliyy rocynapcTBEHHBIX
MHGOPMAIMOHHBIX CUCTEeMAaX, MHbIX MHGOOPMALIMOHHBIX CHCTeMaX IoCyapCTBEHHbBIX OPraHOB, TOCYAaPCTBEHHbIX
YHUTAPHBIX TTPEATIPUSITUI, TOCYTAPCTBEHHBIX YUPEKAEHMI (asee COOTBETCTBEHHO - 3aNIMTa MHGOpMaInH,
MHGOPMAIMOHHBIE CUCTEMBI).

2. B ciyuae nepeaum U3 roCyAapcTBEHHONM MH(POPMALMOHHOM CUCTeMbI MHGOPMAL, JOCTYIT K KOTOPO OTPaHNYEH B
COOTBETCTBUM C 3aKOHOAATEILCTBOM Poccuiickoit ®enepaiiny (gajaee - MHGOPMALMS OTPaHMYEHHOTO JOCTYIIA),
nHbOpMaIMOHHAsI CUCTeMa, B KOTOpYIO IiepenaeTcst uHGOpMaIus OTpaHMYeHHOTO OCTYTIA, TOJIKHA COOTBETCTBOBATD
TpeOGOBaHMSIM O 3alIuTe MHGOPMALVMY, YCTAHOBJIEHHBIM B COOTBETCTBUY C YaCTbi0 5 cTaThy 16 demepasbHOTO 3aKOHA OT 27
utojist 2006 1. N 149-d3 "06 nubopmaiym, MHPOPpMaLIMOHHBIX TEXHOJIOIMSIX U 0 3amuTe uHpopmauumu” <1>. Cocra
repemaBaeMoit MHGOPMALMY OTPAHNYEHHOTO TOCTYIIA, I[e/IM €€ 3aIUThI U YPOBEHbD 3aIIUIIEHHOCTY B COOTBETCTBUM C
Tpe6GoBaHUSIMM TOJIKHBI YCTAHABIMBATBCS 061agaTeneM MHGOpMaLY, 3aKa3UMKOM, 3aK/II0UMBIIMM KOHTPAKT Ha CO3aHMe
MHGOPMAIMOHHBIX CUCTEM, OTIEPATOPOM MH(POPMAIIMOHHBIX CHUCTEM (fajiee - orepaTop (obmamaTenb MHGOpMaLN).

<1>Yacts 8.1 craTbu 14 ®epepanbHoro 3akoHa oT 27 uioist 2006 . N 149-D3 "0O6 nndbopmaium, MHGOPMAIIMOHHBIX
TEeXHOJIOTUSIX U O 3auiuTe nHdopManum'.

3. B MyHMIMIANBbHBIX MHPOPMAIIMOHHBIX CHCTeMax 3aiuuTa uHbopMauuy obecriedynBaeTcsi B COOTBETCTBUM C
TpeboBaHUSIMU, €CJIM MHOE He YCTAaHOBJIEHO 3aKOHOIATeNbCcTBOM Poccuiickoit demepanym.

4. TIpu 06paboTKe 1 XpaHeHUM B MHGOPMAIIMOHHBIX CHCTeMaxX MHGOPMaLK, comepsKalieii CBeIeH s, COCTaBIISIONIe

rOCYIapCTBEHHYIO TAliHY, €€ 3alll1Ta JO/KHA 00eCIeurBaThCSI B COOTBETCTBUY C TPEOOBAHUSIMU 10 TEXHUYECKOI 3aIIUTE
mHbopMaIi, comepskalieit CBeIeHMsl, COCTaBJISIONIE TOCYJapCTBEHHYIO TaitHy <2>.
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<2> IonmyHKT 9(1) myHkra 8 ITonoskeHus o PenepanbHO CTYKOe 110 TEXHMUECKOMY U S3KCIIOPTHOMY KOHTPOJTIO,
yTBepkaeHHoro Ykazom IIpesumenta Poccuiickoit ®emepanum ot 16 aBrycra 2004 r. N 1085 (manee - [Tonoxkenne o ®CTIK
Poccun).

5. ITpu 06paboTKe B MHOOPMALIMOHHBIX CHCTeMax MH(OpMaIu, cofepsKalieil mepCoHabHbIE TaHHbBIE, JOIKHbI
MpUMeHSITbCsl TpeGoBaHMs K 3alIUTe TIePCOHATbHBIX AAHHBIX IIPU MX 06paboTKe B MHMOOPMAILIMOHHBIX CUCTEMaX
TepCOHAIbHBIX TaHHbBIX, YTBEPKIEHHbIE TIOCTaHOBeHMeM [IpaBuTenbcTBa Poccuiickoit ®enepaiiuu ot 1 Host6pst 2012 1. N
1119, u TpeboBaHmusI.

6. B cryuae eciv uHGOPMAalMOHHAS CUCTEMA SIBJISIETCSI 3HAUMMBIM 00bEKTOM KPUTUUECKOI MH(DOPMAaLIIOHHOI]

nHbpacTpyKTypbl Poccuiickoit ®emepaniyy, 3aluTa cofepskalieiics B Heil MHGOpMaIuu T0IKHA 00eCreunBaThCs B
COOTBETCTBUM C HOPMaTUMBHBIMMU NTPAaBOBBIMU aKTaMU, IPUHSATHIMM Ha OCHOBaHUM cTaThby 6 @efepaqbHOrO 3aKOHA OT 26
mionst 2017 r. N 187-®3 "O 6e30IMacHOCTY KPUTHMUECKOI MHPOPMAaIMOHHO MHGpacTpyKTypbl Poccuiickoit Pemepanyu’, u
TpeboBaHUSIMMU.

7. B ciryyae MCIIob30BaHMs IS 3aUIMThI MH(pOpMaLyu, coaepskalieiicss B MHGOPMAIMOHHbBIX CMCTeMaX, (G POBaTbHBIX

(kpunrorpadMUeCKMX) CPEACTB 3alIUThI MHGOPMAIMU TOJIKHBI ITPUMEHSITCS TPe6OBAHMS O 3aIIuUTe MHGOPMAIUHK,
ycraHoBieHHble @CB Poccuyt B COOTBETCTBUM C UacThio 5 cTaTbhy 16 @epepanbHOro 3akoHa ot 27 uions 2006 r. N 149-®3 "O6
uHopMaIu, MHGOPMAIMOHHbBIX TEXHOJOTUSIX U 0 3amuTe MHGopManyun”, u TpeboBaHMS.

8. (YHKIMOHMPOBaHMe MHPOPMAIMOHHBIX CHCTEM Ha 6a3e MHGOPMAaLMOHHO-TEIEKOMMYHUKAIIMOHHOM MHOPACTPYKTYPBI
<3> moImycKaeTcs MpU YCIOBUM 3alIAThI MH(GOPMAaI[MIOHHO-TeJIEKOMMYHUKAIMOHHOM MHGPACTPYKTYPhI B COOTBETCTBUM C
TpeboBaHUSIMMU.

<3> [TyHKT 3 ITonokeHus 06 yuetre VT-aKTUBOB, UCITONb3YEMBIX AJISI OCYIIECTBIEHMS AeSITEIbHOCTH I10 IM(POBOi1
Tpa"HchopMauun CUCTEMBI TOCYAAPCTBEHHOTO (MyHULIUTIAIIBHOTO) YIIPABIeHMs, YTBEPKAEHHOTO ITOCTAHOBIEHMEM
[TpaBuTenbctBa Poccuiickoit ®enepaunu ot 1 nronst 2024 r. N 900.

9. Omeparop (o61agaTesnb MHGOPMaLVM) TOIKEH 0becreunBaTh 3aUTy MHGOPMAIMK B COOTBETCTBUM ¢ TpeboBaHUSIMY Ha

BCeX CTaMSIX (3TArax) 06paboTKy 1 XpaHeHUsT MHOOPMALIY, CO3TaHUS U PasBUTUS (MOJEPHU3ALNN), SKCILTYaTalUU U
BBIBOJIA M3 3KCIUTyaTalMu MHOOPMALMOHHBIX CUCTEM B paMKax QYHKITMIA, BBITIOTHSIEMBIX UMW B COOTBETCTBUMA C
®epnepanbHbIM 3aKOHOM OT 27 miosist 2007 1. N 149-D3 "06 uHdopmanym, MHGOPMAaIMOHHBIX TEXHOIOTUSIX U O 3aIIUTE
uHbopMaiun'.

10. Omepatop (o6nagaTenb MHGOPMAIMK) JO/KEH 00eCIeunBaTh 3alUTy MHDOpMaLyy, 06pabaThiBaeMyIo B
MHGOPMAIMOHHBIX CUCTEMAX, B IIEJISIX:

a) HEeHOMYIIeHUs (CHMUKEeHMST BO3MOKHOCTM) HACTYTJIEHUS] HETaTUBHBIX MTOCIEACTBUI (COOBITHIA) OT HAPYLIEHNS
KOH(DUAEHIIMATBHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTY MHGpOpMaIMu (fajee - HapylnieHue 6e30MmacHOCT MHPOpMAIIN);

6) HeOOMYIIeHMs (CHUKEHMST BO3MOKHOCTI) HACTYIUIEHNST HETaTUBHBIX MMOCIEACTBUI (COOBITII) OT HapyIIEeHMSI
dbyHKUMOHVPOBaHNS MHOOPMALIMOHHBIX CCTEM BCIEICTBYE peanyu3ali (BOSHUKHOBEHMS) YTPO3 6e30MacHOCTH
uHbOpMaIUN.

11. Omepatop (o6namarens MHGOPMAIMK) JODKEH OIPEEeNUTD LIeIU 3alUThl MHGOPMAaIMM B 3aBUCUMOCTY OT OSKUIAEMbIX
Pe3y/IbTAaTOB OT IIPOBEIEHMS MEPOIIPUSITHI M IIPUHSITUS Mep 110 3auuTe nHdopMaluu. HeraTuBHbIe ITOC/IEOCTBUS
(co6BITHST) OTIPemeNsIIOTCS ollepaTopoM (o6aagaTeneM nHGoOpMaIluK) Ha OCHOBe MHGOpPMaIlnK, comepKalieiics B 6aHKe
JIaHHBIX YIpo3 6e3omacHocTy nHpopmaiyu @CTIK Poccnuu <4>. [TocpencTBOM BbITIOTHEHMS OIlepaTopoM (06/1azaTesiemMm
MHbOpPMaLK) 3aa4 3aLUThl MHPOPMAaLUM TOKHbI ObITh TOCTUTHYTHI LEIY 3aIUThI MHGOPMAIMA.

<4> [MogmyHKT 21 nmyHkTa 8 [Tonoxxenust o ®CTIK Poccun.

12. TpeboBaHMS He pacIpoOCTPaHSIOTCSI Ha MHGOPMAaLMOHHbBIe cucTeMbl AnMuHucTpaimu IpesugenTta Poccuiickoii
®epepainnu, annapaTta Coseta besomacHoctu Poccuiickoit ®enepaiinn, ®emepanbHoro Cobpanns Poccuiickoit demepanyin,
Amnmnapara [IpaBurensctBa Poccuiickoi ®@enepauym, KoncrutynmuonHoro Cyna Poccutickoit @egepanuu, BepxosHoro Cyna
Poccuiickoit ®enepannmy, a Takske Ha MHGOPMAIMOHHbIE CUCTEMBI TOCYTAPCTBEHHBIX OPTAHOB, OCYIIECTBSIONINX
pa3BeIbIBATENbHYIO M KOHTPPAa3BeIbIBATENbHYIO AeSITEbHOCTD, MHOOPMAIIMOHHbBIE CUCTEMBI, 00eCIIeurBaloIe
yIIpaBJieH/e BOOPY>KeHMEM, BOEHHOI U CIeLValbHOM TEXHUKOM.

II. OpraHmn3anus AesiTeIbHOCTHU 110 3aliuTe MHGOpMAaIMK U YyIIpaBIeHe JaHHO
IeATe/IbHOCTBIO
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13. Omeparop (o6magarenb vHGOPMaLMK) SOTKEH OPTaHU30BbIBATD IEATETBHOCTD 10 3al[UTe MHOOPMAIUU U YIIPABISITH
€10 B COOTBETCTBUM C TpeGOBaHUSIMU.

14. OpraHusaiiys gesiTeTbHOCTH T10 3aIiuTe MHGOpMalMi JOKHA BKIIOYATh:
a) paspaboTKy U yTBepKIeHME TIOMUTUKY 3aIIUThI MHMDOPMAIMH, comepsKallieii B TOM 4Yuce:

061aCTb IeVCTBUS OTUTUKM, BKIIIOUAs IepedeHb MHbopMaLy, MHOOPMAaLIOHHBIX CUCTEM, KOMIIOHEHTOB
MHGOPMAIMOHHO- TeJIEKOMMYHUKAIIMOHHO MHGPACTPYKTYPbI, OJJIESKAIIX 3al[MTe B COOTBETCTBUM ¢ Tpe6oBaHUSIMM;

LeJI ¥ 3a7auM 3aUThl MHGOpMaun;
MIPVHINIIBI 3aIATHI MHGOPMAIINH;

repeyHu 0ObEKTOB 3aIINThI, BKIIOUAs IPOTPaAMMHbIe, IPOTPAMMHO-aMIapaTHble CpeicTBa, MHGOPMAalOHHbIE CUCTeMBI,
CeTH U MOACEeTH, 06pasyolye MHGOPMAalMOHHO-TEIEKOMMYHUKAIMOHHYIO MHOPACTPYKTYPY;

KaTeropuu Jinil, y4aCTBYIONUIMX B 3aIIuTe MHGOPMAaLVY, UX 06s13aHHOCTH (DYHKIIMM) U TTOTHOMOYMS;

COCTaB OpFaHI/I3aL[I/IOHHOI‘/)[ CHCTeMbI YIIpaBJ/JIE€HUS OeATe/IbHOCTBIO I10 3allTe I/IH(l)OpMa]_U/H/I " cxemy B3aMMOZENCTBUS ee
3JIEMEHTOB;

OTBETCTBEHHOCTh PAOOTHMKOB 3a HapylleHKe TpebOBaHMi1 0 3anuTe MHOOPMALMY U YCTAHOBJIEHHBIX OTIEPATOPOM
(obnmamatesniemM MH(pOpMaLVM) MpaBu 06paboTKM MHGOPMALIVIN;

6) OIpeneeHNe JIKII, OTBETCTBEHHBIX 3a 3aIUTy MH(POpMaIn;
) TNpMMeHeHMe MPOrpaMMHbIX, TPOrPaMMHO-alapaTHbIX CPEICTB, MpeqHa3HaUeHHbIX /IS 3aIlUThl MHGOPMAIINK;
r) pa3paboTKy ¥ YTBEPKAEeHNe BHYTPEHHMX CTAHIAPTOB I10 3aliiuTe MHGOPMAIIY, COIepsKalMX B TOM YMCIe:

TpebOBaHMST K IEPBUYHONM UAeHTUDUKALIMY JIUIT, 06/IaJaloNIMX TpaBaMy JOCTYIIa K MH(POPMAaIMOHHBIM CUCTEMAM U (VJTN)
cofiepskaliencst B Hux MHGOPMaIuy 1 MX UCIIOIb30BaHMIO (Faee - 0JIb30BaTeNN);

Tpe6OBaHMS K MPUMEHSIEMbIM MOJIESIM JOCTYIIA TTOJIb30BaTeNel;

repeyeHb pa3pelIeHHOTo ¥ (M/I1) 3allpeleHHOro AJIs MCII0Ib30BaHysI IPOTPaMMHOTO0 oOecrieueHusl;

TpeGOBaHMS K TUIIOBBIM KOHGUTYpAIMSIM U HACTPOKaM IIPOTrPaMMHBIX, IIPOTPaMMHO-aMMapaTHbIX CPeJICTB;

TpeboBaHMS K KOHDUTYpauysIM ¥ HACTPOIIKaM ITPOrpaMMHBIX, TPOrPAMMHO-aIIaPaTHIX CPEICTB, TPeIHA3HAUEHHBIX JIJISI
obecrieyeHNs1 1OCTYIIa TI0Ib30BaTeNelt 13 MHGOPMalMOHHBIX CUCTeM K MH(GOPMAalVOHHO-TeIeKOMMYHUKAI[MOHHO CeTH
"MuTepHet" (masee - ceTh "MIHTepHeT");

TpeboBaHMs K KOHOUTYpauysIM ¥ HaCTPOIIKaM IIPOrpaMMHBIX, TPOrpaMMHO-alNapaTHbIX CPeICTB, TpefHa3HaueHHBIX IS
obecIieueHNs yoaIeHHOTO AOCTYIIA [T0b30BaTeneii K MHGOPMAIMOHHBIM CHCTEMaM U COiepsKalleiics B HUX MHPOpMauH,

BKJIIOUasi TpeboBaHMs K 00ecrieueHnIo 6e30IacHO AV CTaHI[MOHHO paboThl;

OTpaHMYEHMS ¥ 3aTIPEThI AEMCTBUI IJIsT TI0JIb30BaTeIel TP UCIIOTb30BaHMM U 06eCcIieueHUM SKCILTyaTaluy UMU
MHGOPMAIMOHHBIX CUCTEM;

TpebOBaHMS K 3aIUTe GUIUUECKUX ¥ BUPTYATbHBIX YCTPOIICTB MHPOPMAIMOHHBIX CCTEM, MMEIOIIVX MOCTOSIHHBIN JOCTYII
K ceTu "VIHTepHeT" (majiee - KOHEYHbIE YCTPOICTBA);

TpeOOBaHMS K 3alllMTe MOOWIbHBIX YCTPOMCTB, TIAHIIIETHBIX, IEPEHOCHBIX KOMITbIOTEPOB, ITPMMEHSIEMbIX ITOJIb30BATEISIMMU
IIJISL TOCTyTIa K MHGOPMAaIMOHHBIM CYCTeMaM (3a MCKITIOUEHMEM MOOGUITbHBIX YCTPOICTB, MMpeJHa3HAUEHHBIX JIJIS JOCTYIIa K
caiiTaM cetyt "VIHTepHET" ¥ MHBIM IyOJIMUHBIM BeO-pecypcaM) (majiee - MOOMIIbHbBIE YCTPOIICTBA);

Tpe6oBaHMs K HEIIPEPhIBHOCTY (GYHKIMOHUPOBAHMS MH(POPMALMOHHBIX CUCTEM;
TpebOBaHMS K Pe3epPBHOMY KOMMMPOBAaHMIO MHGOPMAaIUK, TPOrPaMMHOT0 00ecIieueHus ¥ ero KOHGUrypalmii;
TpeboBaHMs K COOPY, PETUCTPAIIYU U aHATU3Y COOBITHUIA, CBSI3AHHBIX C BO3MOKHBIM HapyIlIeHVeM 6e30IacHOCTH

uHpOpMaIM, HapyleHeM (PYyHKIMOHMPOBaHMST MHOOPMALIMOHHBIX CUCTEM, peain3saiyeii yrpos 6e30macHOCTH
uHbopMaIiuu (ganee - COObITUSI 6€30ITaCHOCTH);
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TpeOOBaHMS K 3alUTe MHPOPMAIMM TTPYU MOAKIIOUEHUY K MH(POPMAI[MOHHBIM CUCTEMaM MHbIX MHGOOPMAILIMOHHBIX CUCTEM,
BKJ/TIOYAst Tpe6GOBaHMS K KaHaIaM Tepeaun JaHHbIX MPU B3aUMOIENCTBUM C TAKUMU MHPOPMAIIMOHHBIMU CUCTEMAMMN;

1) DPaspabOTKy U YTBEPKIEHNE BHYTPEHHMX PEIIAMEHTOB 110 3aIIuTe MHGOpMaIMi, COOePKallX B TOM YKCIIe:
TIOPSIIOK CO3TAHMUSI, yUeTa, MU3MeHeHMs U GIOKMPOBaHMSI, KOHTPOJIS, YAATIeHNS] YIeTHBIX 3aIuceit;
TOPSIZIOK CO3JaHMsl, yUeTa, MU3SMEeHeHUs U GIOKMPOBAHMSI, KOHTPOJISI, yAAJIEeHMS TTPUBUIETMPOBAHHBIX YUETHBIX 3aIVCEIT;

TIOPSTOK CO3TAaHMsI, U3MEHEeHMsI, 6IOKMPOBaHMSI, KOHTPOJS, YIaTeHVs ayTeHTU(DUKAIMOHHOI MHGOPMALY U CPELICTB
ayTeHTUOUKALINA;

TTOPSIOK MPeNOCTaBIeHMS [I0b30BATE/ISIM YIAJIEHHOTO JOCTYIA K MHOOPMALMOHHBIM CUCTEMAM M COEepsKallleiicss B HUX
uHbOpMaINK;

TTOPSIOK M YCJIOBUS TTPEOCTaBAeHMs pabOTHMKAM MOAPSIIHbIX OPraHU3aIuii JOCTyna K MHGOPMAaIlMOHHBIM CUCTEMAaM,
cofepskalieics B Hux nabopmaium, u (Win) nepegaur uM mMHopManym, KOHTPOJIS 38 TAKUM JOCTYIIOM, Iiepegaveii B
cTyyae TIpUBJIeUeHMs] IO PSIAHBIX OpraHu3alLuii;

TTOPSIZIOK MMPeOCTaBIeHNSI paOOTHMKAM MHBIX TOCYIapCTBEHHBIX OPTaHOB, OpraHu3aIMii JOCTyIa K MHGOPMAIIOHHBIM
cucTeMam, cofepxkaiieiicss B Hux mHpopmanyu u (Win) nepegaum MM mHGopManyy 1 KOHTPOJIS 32 TAKUMU TOCTYIIOM,

nepenaveit (B cyiydae MHOOPMAIMOHHOTO B3aMMOJIEICTBHUS C MHBIMY TOCY/IapCTBEHHBIMIU OpPTraHaMM, OPTaHU3aAIUSIMMA);

TIOPSIIOK ITPeIOCTaBIeHNS ITOIb30BATE/ISIM JOCTYIIA 13 MH(GOPMALIMIOHHBIX CUCTEM B CETb "VIHTepHET" 1 KOHTPOJIS ee
WUCIIONIb30BAHMS

MTOPSIZOK MTOBBIIIEHNST YPOBHS 3HAHMIT U MHGOOPMIMPOBAHHOCTH MOJIb30BaTe e [0 BOIIPOCaM 3aliuThl MHGOpMaLn;
TIOPSIAOK BBISIBJIEHNSI, OI€HKY U YCTPAHEHUSI YI3BMMOCTeH MHGOPMAIIMOHHbBIX CUCTEM (J1aJiee - yIpaBjieHne YsI3BUMOCTSIMMN);

TTOPSIZIOK MTOTyYEHMS, OIIEHKY, TECTUPOBAHMS U TIPUMeEHEHMS] OGHOBJIEHMIT TPOTPAaMMHBIX, TPOTrPaMMHO-aMIapaTHbIX
Cpe[cTB (masee - yrpapiieHye 0OHOBIEHUSIMMA);

TOPSIIOK 06pabOTKY, XpaHeHMsI 1 o6palieHus ¢ MHpOopMalueli OorpaHMYEeHHOTO JOCTYIIA;
MOPSIIOK obecrieueHus Pr3MUECKOii 3aMUThI MHOOPMALIMOHHBIX CUCTEM;

TOPSIIOK pa3paboTKy 6€30acHOr0 IIPOrPaMMHOTO 06ecrieueHus <5> B CIyyae ero CaMoCTOSITe/IbHOM pa3spaboTKu
omnepaTopoM (ob61amaTesieM MHGOPMAI);

<5> TIyHKT 3.2 HaUMOHAJIbHOTO cTaHgapra Poccuiickoii @enepanyy I'OCT P 56939-2024 "3aniurta nadopmanyu. PaspaboTka
6e30I1aCHOT0 MPOrpaMMHOTO obecrieueHust. O61Me Tpe6GoBaHMSI", YTBEPXKIEHHOTO U BBEIEHHOTO B AeiCTBIME TTPUKA30M
Poccrangapra ot 24 oxtsa6pst 2024 1. N 1504-ct (M., ®TBY "PCT", 2024) (ganee - TOCT P 56939-2024).

MIOPSLO0K BBIBOJA B KOHTYP IIPOMBIIIJIEHHO 9KCILIyaTal My CePBUCOB, OCTYII K KOTOPBIM OCYLIECTBIISIETCS C
JUCIIONIb30BaHueM ceT! "VIHTepHeT", B CiIydyae Halu4us TakKuX CepBUCOB;

TTOPSTOK MOHUTOPVHTA MHPOPMAIMOHHOI 6€30MacHOCTH <6> MHGOPMAIVIOHHbBIX CUCTEM;

<6> [TyHkT 3.7 HaumMoHaMbHOTO craHgapra Poccuiickoit ®emepariuy 'OCT P 59547-2021 "3ammra nHGopmauyn.
MoOHUTOPMHT MHPOPMaLIMOHHOI 6e3omacHoCcTH. O6IIye ITOIOKEeH!US ", YTBEPXKIEHHOTO ¥ BBEIEHHOTO B [Ie/ICTBIE IIPUKA30M
Poccranmapta ot 27 utonst 2021 r. N 656-ct (M., ®I'BY "PCT", 2021) (manee - TOCT P 59547-2021).

MTOPSITOK BOCCTAHOBJIEHMSI IITATHOTO QYHKIMOHMPOBAHUSI MHPOPMAILIMOHHBIX CYCTEM Y TECTUPOBAHMS IPOIECCOB
BOCCTaHOBJIEHUS;

IIOPAOOK KOHTPOJISI YPOBHSA 3allIUMIIIEHHOCTU I/IH(l)OpMaL[I/II/I, Coaepxameﬁm B I/IH(I)OpMaL[I/IOHHbIX cucremMax;

) BbIJIeJIEHME OPraHM3alMOHHbIX, TEXHUUECKUX U MHBIX PECYPCOB, HEOGXOMMMBIX [AJIsI 3aIUThI MH(DOpMaLN.

15. TIpu paspaboTKe MOAUTUKM 3aLIUThI MTHGOPMALIVM JOJIKHbBI YUUTHIBAThCS BCe MHGOPMAaIMOHHbIE CCTEMBI OTIEpaToOpa
(obnamaTens MHGoOpMaIui), a Takke MHGOPMAIMOHHO-TeJIEKOMMYHUKAIMOHHAsT MHPPACTPYKTYpa, eC/IN
MHGOPMAIMOHHbIE CUCTEMBI PYHKIVOHUPYIOT Ha 6a3e MHGOPMAI[MOHHO-TeJIEKOMMYHUKAIIMOHHOM MHGPACTPYKTYPHI.
[MomuTHKA 3aMThI MHGOPMAaILIMY YTBEPXKAAETCS PYKOBOAMUTENIEM omepaTopa (obnagaTens nHbopMaiymn) min
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YIIOJTHOMOYEHHbBIM PYKOBOIMUTEIEM oriepaTopa (o6mamaresst MHGOPMAaLM) IMIIOM (Iajiee - OTBETCTBEHHOE JINIIO0) U
o6s13aTenbHa 71T UCTIOTHEHMS BCEMU MTOApasieeHusImMu (paboTHMKaMM) oriepatopa (obmagartens nHGOpMaIun) B 4aCTH, UX
Kacalouieics.

16. OpraHmsanyy, KOTOPbIM ITPENOCTaBIISIETCSI AOCTYIT K MHOOPMALIMOHHBIM CUCTEMaM olepaTopa (o61amaTess
mHpopManum) 1 (MIn) copepskaiieics B Hux uHbopmaium ajiss OkazaHus yCOIyT, MpoBefeHus paboT 1o o6paboTke,
XpaHeHMIo MHOPMAaLM, CO3AaHNI0 (Pa3BUTUIO), 06ECTIeUeHNI0 SKCIUTyaTaluy MHOOPMALIMOHHBIX CUCTEM, a TaKKe s
BBITIOJTHEHMS PabOT, OKa3aHMsI YCIYT 10 3aIyTe nHbopMaluu (Iajee - HoApsAHbIe OPraHM3alnn), JO/KHbI ObITh
03HAKOMJIEHBI C MOJIUTUKOM 3alIUThI MHGOPMAIMK B YaCTH, UX Kacaromencs.

O6s13aHHOCTb IO PSIIHOM OpPraHM3aly 10 BHIITOTHEHNIO MTOUTUKY 3alIUThl MHGOPMAaLMK TO/KHA 6bITh OMTpeeeHa B
JIOKYMeHTax orepaTopa (o61amaTesns MHGOpMaIMi), HA OCHOBAHMM KOTOPBIX B TOM UMC/Ie TTepefaeTcs MHbopManyus,
TPeoCTaB/SIeTCS JOCTYIT K MHGOOPMALMOHHBIM CUCTEMAaM orepaTopa (o61amaTess MHGOpMaIn) UIu ComepKaleiicss B HUX
uHbOpMaIUN.

17. 3ammTy uHGOpMaluy JO/DKEH OPraHM30BbIBATh PYKOBOIUTEb OnlepaTopa (061amgaTens MHGOpMaIMu) UK 0 ero
peIIeHNI0 OTBETCTBEHHOE JIUIIO.

18. O6s13aHHOCTY (QYHKIMM) ¥ TTOTHOMOYMSI OTBETCTBEHHOTO JIXIIA TT0 OPTaHU3aIUY TeSTeTbHOCTY 110 3alUTe
uHbOpMaIK, YIIPABIEHNIO 3alIMTOM MHGOPMAIMK, a TAKKe 110 OPTaHU3aIM KOHTPOJIS 3a JAHHO TesITeTbHOCThIO Y
orepatopa (obmamaTesist *HOOpPMAaIMK) JO/DKHbBI ObITh BKIIFOUEHBI B IOJDKHOCTHbBIE 00SI3aHHOCTY (TPYAOBbIe (GYHKIIVN)
OTBETCTBEHHOTO jiniia. CocTaB 06513aHHOCTE (QYHKIIMIT) M TTOTHOMOUMIT OTBETCTBEHHOTO JIMIIA TOKEH GbITh JOCTATOUEH
JIJISL OpTaHU3aIMM IeSITEIbHOCTY T10 3a1MTe MHPOPMAaIY 1 YIIPaBIeHNS 9TOM NeSTebHOCTHIO B COOTBETCTBUM C
TpeboBaHMSIMM, a TAKXKE OpraHM3aLVM KOHTPOJIS 33 JAHHOI JesaTeIbHOCTBIO y orlepatopa (obmamaTesiss nHGOpMaIum).

19. PykoBomuTesb onepartopa (o61amaTenst nHGOPMaInii), OTBETCTBEHHOE JIMIIO TO/DKHbI CO3/1aTh (OTIPeenTh)

CTPYKTYPHOeE TTofipa3e/ieHye Wi HasHauaeT OTaeIbHbIX CIIeMaJIXCTOB, Ha KOTOPBIX BO3/IATaloTCs 00S13aHHOCTH ((PYHKIIM)
TI0 3auTe MHbOpPMaLMM (Jasee - CTPYKTYPHOE TofpasaeieHne (CenyaaycThbl) Mo 3amuTe nHbopMaiun).

@OYHKIMK U TIOTHOMOYMS TI0 3a1iuTe MHOOPMaLNM CTPYKTYPHOTO MoApa3fesieHust 110 3aiiuTe MHGOopMaIuu OrpesesiioTcst
B ITOJIOKEHUM O CTPYKTYPHOM ITOAPa3AeIeHUM WX MHOM JJOKYMEHTe, B COOTBETCTBUM C KOTOPBIM (PYHKIIMOHUPYET
CTPYKTYpHOe Tofipasaenenue <7>. 06s13aHHOCTM (PYHKIMN) U TTOTHOMOYMS CITEIIMATMCTOB T10 3a1MUTe MHPOpMAIUK 110
MPOBEeAEHNI0 MEePOTIPUSITUIA U IPUHSATUIO Mep 110 3ainuTe MHGOPMAIMK SOMKHBI ObITh YCTAHOBEHBI B X JOKHOCTHBIX
06s13aHHOCTSIX (TPYAOBBIX QYHKIIMSX). CocTaB 06s13aHHOCTEN (DYHKIIMIT) U TTOJTHOMOYMIA IO 3a1uTe MHGOpMaIn
CTPYKTYPHOTO TTOZipa3esieHust (CIenuaaIuCTOB) 0 3aIuTe MHGOPMAIMK TOKeH ObITh JOCTATOUYEH /ISl TPOBEIEHUS
MEepPOIPUITHUI U TIPUHITUS Mep TI0 3alllUTe MHPOPMAIM B COOTBETCTBUM ¢ TpeGOBaHUSIMMA.

<7> TUTIOBOE MOJIOKEHE O CTPYKTYPHOM MOApa3Ie/eHM opraHa (opranmsanun), obecrneunBammeM MHGOPMAIIMOHHYIO
6e301aCHOCTb OpraHa (opraHmsanum), yTBepskaeHHoe mocTaHoBieHeM IIpaBurenbcTBa Poccuiickoit @emepaiinm ot 15
utons 2022 1. N 1272.

B cnyyae Hanmmuus y oreparopa (obnagartenst vHGOpPMaIuy) CTPYKTYPHOTO TOApa3iene s, Ha KOTOpoe BO3JI0KeHbI
dbyHKLIMM 1O 06ecrnevyeHNnI0 MHPOPMAIMOHHO 6e30MmacHOCTH <8>, 3amuTa MHPOpMaI MOKET ObITh BO3JIOKEHA Ha
yKa3aHHOe Tofipa3iesieHue.

<8> IMopmyHkT "6" myHkTa 1 Ykasa IIpesunmenTta Poccuiickoit @enepatiny ot 1 mas 2022 1. N 250 "O 10IOHUTEIbHBIX Mepax
10 obecreveHno MHGOPMAaIMOHHO 6e3omacHocT Poccuiickoit ®emepaniyn’.

20. PaGOTHUKM CTPYKTYPHOTO MOApa3aeneHus (CIenyaaucThbl) o 3auuTe nHopMaIlmu Jo/KHbI 0671a1aTh
KOMIIETEHUIMSIMM, HEOGXOIMMbIMM /IS BBITIOJTHEHMST BO3JIOKEHHBIX HA HUX 00s13aHHOCTe ((QYHKIMIT) 110 3aluTe
uHpopMaIu B cooTBeTcTBUM ¢ TpeGoBanussmu. He meHee 30 mMpoiieHTOB pabOTHMKOB CTPYKTYPHOTO ITOAPAa3IeIeHNs 110
3anmTe MHGOPMAIMK JO/DKHBI MUMETb IpodeccMoHaTbHOe 06pa3oBaHye 10 CIIeMaIbHOCTY MY HallpaBIeHUIO MTOJrOTOBKA
B 06s1acTV MHGOPMALVIOHHOM 6€30MaCHOCTY MJIM TIPOIATU 0O0yUeHHe 110 MporpaMme mpodecCMOHaTbHO MePeroATroTOBKM B
obmact MHGOPMAIIMOHHO 6€30MMaCHOCT.

21. CTpPyKTypHOe IoapasaeneHue (CreluaauCcTsl) Mo 3auuTe MHGopManm JO/KHO (TO/KHbBI) 06eCeunBaTh 3alUTy
uHbOpMaIMK BO B3aMMOJIEICTBYUY C TIOJpa3ieeHUsIMU (PabOTHUKAMM), UCITONb3YIONIMM MHPOPMAIIMOHHBIE CUCTEMBI, U
roapasaeneHnsamMu (paboTHMKaMM), 06eCIIeuMBaOIMMM SKCIUTyaTalUI0 MHOOPMAaIIMIOHHBIX CUCTEM.

22. TlompasmeneHus (pabOTHMKM), UCITONb3YIONIVE MHGOPMAI[MOHHbIE CUCTEMBI, JOKHBI YJ4aCTBOBATD B TPOBEAEHUA

MEepOTIPUSTHIL U TIPUHSITUY Mep T10 3aiuTe MHbOpManyuy B 06beMe, yCTaHOBJIEHHOM OTlepaTopoM (o6amaTenemMm
uHbOpMaIM) BO BHYTPEHHNUX CTaHIapTaxX M perjiaMeHTax 1o 3alluTe MHPOpMaIn.
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IMompasaeneHust, o6ecreunBaroIe SKCIUTyaTalluio MHPOPMAaIMOHHBIX CUCTEM, HO/KHbI IPOBOAUTH MEPOIIPUSITUS U
TIPYHMMATDb MepbI 0 3anyTe MHGOPMAIUM B XOJIe COMTPOBOKIAEHMSI, 06CTYsKMBaHMSI MHOOPMALIVMOHHBIX CUCTEM, TTOCTaBKA
KOMIUIEKTYIOIIMX M MHBIX BUIOB pabOT M0 KCIUTyaTalMu MHPOPMaIMOHHBIX CUCTEM B 00beMe, YCTaHOBIEHHOM
omepaTopoM (ob61amaTenieM MHGOPMAIM) BO BHYTPEHHUX CTAHJAPTaX M perjiaMeHTax [0 3aluTe MHGopMaiun.

23. CTPYKTYpHBIM MO pasaesieHueM (CreruaaucTaMi) Mo 3aluTe MHGOpMaLyK JOJDKHbI TPUMEHSITbCSI IIPOTPaMMHbIE,
MPOrpaMMHO-arIapaTHble CPeICTBa, TO3BOISIONME 06eCTIEUNTD BIITOTHEHME BO3IOKEHHBIX HA HUX 06s13aHHOCTET
(byHKIMIT) 10 3anyTe MHGOPMAIMK, B TOM YKCIIE 110 BBISIBIEHUIO yTPo3 6e30macHOCTY MHGOpMaLy, 0GHAPYKEHUIO U
MpeIOTBPAlLIeHMIO BTOPKEHMI, IPOBEIEHUIO KOHTPOJISI YPOBHS 3aMIMIIEHHOCTY MHGOPMAIIMK, COAepsKalIeiics B
MHGOPMAIMOHHBIX CUCTEMAX, MOHUTOPUHTY MHPOPMAIIMOHHO 6€30MacHOCTY MHGOPMAIIMOHHBIX CUCTEM, BbISIBJIEHUIO
YSI3BMMOCTE, KOHTPOJIIO HACTPOEK ¥ KOHGUTypaimit nHGOPMaLMOHHBIX CUCTEM, 8 TAKKE CPEICTBA U CUCTEMBI,
MpefHa3sHaYeHHbIe [IJIST aBTOMATH3AIUU Y aHATUTUYECKOI MOAAEePKKY AeSITETbHOCTH 10 3aIuTe MHGOPMAaIn.

CocTaB IIpOrpaMMHBIX, TPOrPaMMHO-AIapaTHbIX CPEACTB, HEO6XOAMMBbIX CTPYKTYPHOMY ITOIpasIeleHNIO (CIelMaaiucTaM)
IO 3a1uTe HGOPMAaLMM IJIS1 BHITTOTHEHMUST BO3JIOXKEHHBIX HA HUX 06s13aHHOCTEN ((DYHKILIMIT), OTpeesieTcs] BO BHYTPEHHMUX
CTaHZAPTaX ¥ periaMeHTax Io 3auuTe nHGopManum.

24. JIJis IpOBeIeHMS MEPOTIPUSITUIA U TIPUHSTHS Mep T10 3aluTe MHGOpMaLuu orepaTopoM (obaagaTeseM MHGOPMAIINA)
MOTYT MPUBJIEKATHCS OPTaHMU3ALVY, UMEIOIIME JIMIIEH3UIO Ha JesITeTbHOCTD M0 TEXHMYECKO 3aliuTe KOHGMIEeHIIMATbHOA
nHbopmalnu <9> (manee - crienuaaM3upoBaHHble opranusaiuu). CocTas MPOBOAMMBIX CIEIMaTN3MPOBaHHBIMM
OpraHU3auMSIMU MEPOIIPUITHUI ¥ TPUHMMAEMbIX MMM Mep T10 3alyTe MHOOPMAIY, UCTIONb3YEMBIX MTPYU STOM
MMPOTPaMMHBIX, TPOrPAMMHO-aMIapaTHIX CPEACTB, IPeIHa3HAUEHHBIX )1 3aIIUThI MHOOPMALIY, OTIPeIesIeTCs
omeparopoM (o6magaTenemM uHbopMalun). PAGOTHIUKY CTPYKTYPHOTO TIOApa3aeaeHus (CIeIMaTiCThl) IO 3allUTe
mHpopmaiuu onepaTopa (06mamarens MHGOPMAIMI) TODKHBI TPUBIEKATHCS K IPUEMKE Pe3yabTaTOB paboT U YCIYT,
BBITIOJTHSIEMBIX (OKa3bIBAEMBIX) CITELIMATM3UPOBAHHBIMY OPTaHU3aAIVSIMMU.

<9> ITynukr 5 yactu 1 cratbu 12 ®enepanbHoro 3akoHa oT 4 Mast 2011 1. N 99-@3 "O nuiieH3MpOBaHUM OTAEIbHBIX BUIOB
nesTeIbHOCTU .

25. OmeparopoM (o6amaTenem nHbopMalun) JOKHbI 6bITh paspaboTaHbl U YTBEPKIEHbI:

BHYTpPEHHMe CTAaHZAPTBI MO 3aluTe MHPOPMAaIMK, YCTAHABIMBAOLIE TPeGOBAHNS K pean3aluy Mep IO 3aluUTe
nHbOpMAaIMK TPUMEHUTENBHO K 0COOEHHOCTSIM JIeSITEIbHOCTY orepaTopa (obmagaresns uHbopMaimn) u
(yHKIIMOHMPOBaHMUS MTHGOPMALIMOHHBIX CUCTEM;

BHYTpPEHHME periaMeHThI 110 3auTe MHbOpMaIy, comepskaiiye IopsAoK MPOBeIeHUsT MEPOTIPUSITUIL WU OTTMCAHUe
peann3yeMbIX MPOLIECCOB M0 3aIIuTe MHOOPMALVIY IPUMEHUTENBHO K 0CO6EHHOCTSIM IeITeTbHOCTY OTlepaTopa
(o6namaTens MHGopMalu) u GyHKIIMOHUPOBAHMS MHGOPMAIIMOHHBIX CUCTEM.

BHyTpeHHME CTAaHAAPTHI U PEIIAMEHTSHI 110 3aIKTe MHGOOPMAIIVY YTBEPXKIAIOTCS PYKOBOIUTENIEM oriepaTopa (obmagaTens
MHGOPMAaIMM) IV OTBETCTBEHHBIM JIUIIOM.

O6macTb OeiicTBYUS BHYTPEHHMX CTAHIAPTOB Y PEIVIAMEHTOB T10 3aIITe MHOOPMAIMU OIIPeeisIeTCsI OIepaTopoM
(obnamaTenemM uHGOpPMAIN).

26. BHyTpeHHMe CTaHIAPThI ¥ PerJIaMeHThI 10 3a1uTe HOOPMAIMY JOBOASTCS A0 MTOIb30BaTeNeN, a TAKKE MOAPSTHBIX
OpraHm3salyii B 4aCTu, MX Kacarleics.

BHyTpeHHMe cTaHIapThI ¥ pPeryIaMeHThI T10 3a1uTe MH(GOopMayy moaaeXXaT UCIIOTHEHNIO TIOJTb30BaTe/IIMU B YaCTU, UX
Kacaronleics.

O6s13aHHOCTb MTOAPSIHON OpraHM3aly 10 BHIITOJIHEHMIO BHYTPEHHUX CTAHIAPTOB M PEIVIAMEHTOB I10 3al[UTe MHPOpMaun
JIOJDKHA OBITD OIpeie/ieHa B IOKYMEHTax orepatopa (06/agaTesist), Ha OCHOBaHMYM KOTOPBIX MepeaaeTcst MHGopMaIus,
MpeAoCTaBsIeTCs JOCTYI K MHGOPMALMOHHBIM CHMCTeMaM orepaTtopa (obmamaTesnis MHGopMaIlm) Ui comepkanieics B HuxX
uHboOpMaIUN.

27. CTpYKTypHOe TofpaszesieHue (CIeIMaaiCThl) Mo 3aluTe WHGOPMAIMK TO/DKHO (O/DKHBI) pa3pabaThiBaTh U
MpeACTaBISITh PYKOBOOUTETIO OTlepaTopa (06agaTens MHbOpMaIu), OTBETCTBEHHOMY JIMIY 060CHOBAHHbIE MTPEIOKEHNS
10 OpraHU3alMOHHbIM, MATEPUATbHO-TEXHUUECKUM U MHBIM 06eCIeunBaloinM pecypcam, Heo6XOAMbIM /ISt IIPOBEIEeHNS
MEepOTIPUSTHIA U TIPUHSTHUS Mep TI0 3aiuTe MHbOpMaIMH, C yKasaHMeM CBeIeHMIT O 1IeJIIX 3alUThl MHbOpMaLuy, Ha
IOCTVKEHME KOTOPBIX TPEOYIOTCSI PECYPChI, M TTePEUHST HETaTUBHBIX MOCIENCTBIUI (COGBITHIT), HACTYTIJIEHUE KOTOPbIX
MIPOTHO3MPYETCS B C/Ty4ae OTCYTCTBUSI PECYPCOB.

PykoBoauTenb ornepaTopa (obmamarenst MHGOpMaIym), OTBETCTBEHHOE JIMIIO Ha OCHOBE MPeICTaBAeHHbIX IPeI0KEeHI U B
rpenenax MMeIIXcst CPeICTB IIpeaycMaTpUBaeT BblIeIeHI e OPTaHU3alIMOHHBIX, MaTepUaTbHO-TEXHUUECKUX Y MHBIX
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obecreunBaIINX pPecypcoB /ISt TPOBeeHNS MEPOTIPUSITHI Y TIPUHSITHSI Mep TI0 3auTe MHGOPMAaIVN, TIPUBJICUEHNS TIPU
Heo6XOAVIMOCTH TOTIOJTHUTEIbHBIX CUJT M CPEICTB )i 3alllMThI MH(GOPMALIMM B COOTBETCTBUM ¢ TpeboBaHMSIMM Ha BCeX
3TallaX JKN3HEHHOI'0 IMKJIa I/IHd)OpMaI_II/IOHHbIX CUCTEM.

28. YIIpaBJieHle AesiTeJIbHOCTBIO 10 3allyTe MHPOPMAaLMK JO/DKHO OCYIIECTBJISITbCSI B paMKax (byHKLlMOHI/Ipy}OLuef/'I
OpraHM3alOHHOM CHMCTEMBI YITPaBIeHMs], BO3IJIAaB/ISIEMOl PYKOBOAMTEIEM oltepaTopa (obmamaTens MHpopMauum) Uimn 1o
€ro penreHno OTBETCTBEHHbIM JIMITOM. VnpaBneHme JesTeJIbHOCTDHIO I1O 3alIuUTe I/IHCI)OpMaLU/H/I OOJIDKHO BKJ/IIOUAThH:

a) Pas3paboTKy U IJIaHMPOBaHMe MepOIIPUSITUIL U Mep TI0 3aIuTe MHGOpMAaInN;

6) MPOBEAEHVE MEPOTIPUSITUI U IPUHATIE MeD IO 3anuTe MHGOPMAaIUK;

) TPOBEEHME OLIEHKM COCTOSTHUS 3aIlUThl MHGOPMALINA;

r) COBEPIIEHCTBOBAaHYE MEPOIIPUSITHUI U Mep T10 3aniuTe MHGOPMaLn.

29. TIpu paspaboTKe ¥ IJIaHUPOBAHUYM MEPOIIPUSITHUIL Y MeP I10 3aluTe MHGOPMALNY JO/IKHbI ObITh:

a) OIIpeneieHbl COOBITHS B I/IH(bOpMaL[I/IOHHbIX CucTemMax, HaCTyIVI€eHMEe KOTOPBhIX MOKET IIPMBECTU K HaApYIIE€HNIO enein
3alINTbI I/IHd)OpMaLU/II/I, YCTAHOBJIEHHBIX B ITIOJIMTUKE 3alINUThI I/IHd)OpMaLU/H/I;

6) oIpeneaeHs! MHGOPMalLMOHHbIE CUCTEMBI, IPOTPAMMHBIe, IPOrPaMMHO-aNIapaTHbie CPeJICTBA, HeCAHKIMOHUPOBAHHBI!
JIOCTYT K KOTOPBIM ¥ (M/I1) BO3JIe/iCTBME Ha KOTOPbIe MOTYT IPMBECTM K HApYIIEHUIO Lieieii 3aIiuThl MHGOpMaLum,

YCTAaHOBJ/IEHHBIX B ITIOJIUTUKE 3alIUTbI I/IHd)OpMaLU/II/I;

) BBISIBJIEHBI U OLIEHEHBI YIPO3bI 6e30MacHOCTM MHGOPMAaLVY, peanan3auns (BOSHUKHOBEHME) KOTOPBIX MOXKET ITPUBECTHU K

HapyIIeHUIO IeJTeii 3aiMUThl MHOOPMAaLMY, YCTAHOBJIEHHBIX B ITOJUTUKE 3aLIUThI MHGOPMAIUY (Hajiee - yTPO3bI
6e30macHOCTY MHGPOPMAaLIN);

r) OIpe[ie/ieHbl COCTaB U CPOKM MTPOBEIEHUS MEPOTIPUSATHI U TIPUHSITUS Mep TI0 3auuTe nHOOpMAaIUu U OlleHeHbI
HeOoOXOAMMbIE JJISI 9TOTO PECYPCHI.

30. [IpoBOAMMBIE MEPOTIPUSITHSI Y IPUHMMAaEMbIe MePHI 10 3aIUTe MHPOPMAIMY TOJIKHBI ObITh HaIIPaBJIEHbI Ha

6/10KMpOBaHMe (HeNTpaIM3alyIo) akTyaJIbHbIX 7151 MTHGOOPMALMOHHOM CUCTEMbI YTpO3 6e30M1acHOCTH MHGpOpMAaIuu (qajee -
aKkTya/JbHble YTPO3bl) B COOTBETCTBUY C L[eISIMM 3aIIUThI MHDOPMaLyy, oripeeIeHHBIMMU B TIOTUTUKE 3aIIUThI
uabopMaIumn.

B 3aBUCHMOCTY OT 1ieJieit 3amuThl MHGOPMAIMM MEPOTIPUSITHUS ¥ MePBI 110 3auuTe MHGOPMAIUK JOIKHBI ObITh
HarpaBs/eHbl Ha:

a) VICKITIIOYEeHMEe YTeUKN I/IH('l)OpMaLU/II/[ OTPaHMYEHHOT'O OOCTYyIIa " VHOM KOHCI)I/I,ELEHHI/IHHI)HOﬁ I/[H(l)OpMaLU/II/I;

6) IpemoTBpallleHye HeCaHKIMOHMPOBAHHOIO AOCTYIa K MHGOOPMAIMOHHBIM CHCTEMAaM U COfiepsKalieiicst B HUX
mHpopmaiuu, o6HapyskeHMe (HaKTOB HECAHKIIMOHMPOBAHHOTO IOCTYIIA ¥ pearMpoBaHye Ha HUX;

8) MpeIOTBpallleHlie HeCaHKIMOHUPOBAHHO MoaudMKaLuuu MHGopMaLyumn, o0HapykeHue (pakToB HeCAaHKI[MOHUPOBAHHOI]
MonuduKaIMu ¥ pearupoBaHye Ha HUX;

r) MpeJoTBpallleHye HeCAHKIIMOHUPOBAHHO MOIMEHbI MH(pOpMaIu, 06HapyskeHMe (GaKTOB HeCAHKI[MOHMPOBAHHO
MOMeHbI U pearupoBaHNe Ha HUX;

m) TpemoTBpalleHne HeCAaHKIVMOHMPOBAHHOTO yAaIeHNsT MHGOpManyy 1 MporpaMMHOTO o6ecrieueHms, 0OHapykeHue
(hakTOB HECAHKLIMOHMPOBAHHOTO YAAJIEHUS] U pearupoBaHue Ha HUX;

e) MCKIIYeHMe WM CyllleCTBEHHOe 3aTPpyJJHEHME OTKa3ad B 06CJ'IY)KI/IB3HI/II/I dBTOPU30BAaHHBIM I10JIb30BaTE/ISIM
I/IH(bOpMaLII/IOHHbIX CUCTEM,

x) HEeIOIyIeHNe UCITOMb30BaHMs MHGOPMAIMOHHBIX CUCTEM U COepsKAllleiicss B HUX MH(POpMAIMY He TI0 Ha3HAYEHUIO;

3) MCKJTIOUEHME WITU CYIeCTBEHHOE 3aTpygHeHMe HapyIieHus GYHKIIMOHUPOBaHUs (PabOTOCIIOCOGHOCTH)
MH()OPMAIMOHHBIX CUCTEM;

u) HemoIylmeHue pacrpocTpaHeHMAa C MCII0JIb30BaHMEM I/IHCI)OpMaI_U/IOHHI)IX cucrem HpOTMBOHpaBHOﬁ I/IH(i)OpMaI_U/II/I;
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x) obecreyeHye BO3MOKHOCTY BOCCTAHOBJIEHUS B YCTAHOBJIEHHbBIE orlepaTopoM (o6magareneM MHGOPMAIMU) CPOKU
JIOCTYyTIa aBTOPU30BAHHbIX MTOJIb30BATENEH K MH(POPMAIMOHHBIM CHCTEMAM ¥ COJIePXKaIIeicsl B HUX MHMOpMAaLH,
3a6/I0KMPOBAHHOM BC/IEICTBME peanu3alu (BOSHUKHOBEHMS) YIpo3 6e30MacHOCTY MHGOpMAIni;

n) obecrieyeHre BO3MOKHOCTY BOCCTAHOBJIEHMS B YCTAHOBJIEHHBIE OIIepaToOpoM (06/asaTeneM MHGOPMAIUK) CPOKU

mHpopmanuu, MoauGUIMPOBAHHON UM YHUUTOXKEHHOI BCIeICTBME peanu3anyy (BOSHUKHOBEHMST) yTpo3 6e30IacHOCTH
nHbOpMaIUK.

31. OLleHKa COCTOSIHMS 3aIUMThI MH(MOPMAaIY No/KHA IPOBOAUTHCS HAa OCHOBE OIlpesiesieHMsI onlepaTopoM (obazaTeneM
nHbopmanmn):

a) TIOKAa3aTeJsl, XapaKTepu3yIIero TeKyllee COCTOSIHME 3aIMThl MHGOPMAIMM OT 6a30BOTO YPOBHS YIpo3 6€30MacHOCTH
uHpopManuu (gaee - moKasaTenb 3ammmeHHocT! K, );

6) IIOKa3aTeJsi, KOTOPbIi OIpeesseT JOCTaTOYHOCTh U 3(D(PEeKTUBHOCTD TPOBEIEHMSI MEPOTIPUSTHI 0 3ALUTE
uHpopMmaluu (anee - okasaresb ypoBHs 3penoctu I1,,).

[t onpesienieHyist 3HAaYE€HMI M pacyeTa rokasaresis 3aliuileHHoOCT K, | v rokasareist ypoBHs 3penoct 1, TO/BKHBI
MIPUMEHSTHCS MEeTOAMYECKMe TOKyMeHTbI, yTBepkaeHHble DCTIK Poccun B cOOTBETCTBMM € a63a1ieM BTOPBIM ITYHKTA 5 1
noanyHKToM 4 mmyHkTa 8 [TonoxkeHus: o @CTIK Poccum (manee - metonuueckue gokymeHTbl @CTIK Poccun).

32. PacueT u olleHKa 1okasaress 3aluiieHHocTy K, TO/KHBI TPOBOAMUTLCS OllepaTopoM (obafaTeneM MHGOpMaIyn) He
pesxe OQHOTO pasa B IIeCTh MecsilieB. PacyeT 1 oljeHKa [oKa3aress ypoBHs 3penocTy I1,, JOKHBI TPOBOAUTLCS OIIepaTOpPOM
(obnamaTenem MHGOPMAIMI) HE PEKE OTHOTO Pasa B IBa roja.

O moy4eHHBIX 10 Pe3y/IbTaTaM OLIeHKYM 3HaYeHMsIX IToKa3aTes samuieHHocTy K, , v mokasartens yposHs spenoctu I, B
CTydae UX HeCOOTBETCTBMSI HODMUPOBAHHBIM 3HAUEHUSIM, YKa3aHHbIM B MeToanueckux qokymeHTax ®CTIK Poccun, B
TedyeHMe 3 KaJeHIApHBIX JHEN CO JHS 3aBeplIeHNs TaKO# OlleHKM MHDOPMUPYeTCsl pyKOBOAUTENb oriepaTopa (obnamatens
uHbOPMAIMN) [JIS IPUHSTYUS PENIeHMSI O TIPOBeNeHNM MEePOIIPUSITHI 110 COBEPIIEHCTBOBAHMIO 3alMUThI MH(GOpMaLun 1
TIPUHSITUY Mep 10 TTOBBIMIEHMIO YPOBHS 3aIMUIIEHHOCTY MHGOPMAIMK, CoepsKanieiicss B MHGOPMAIMOHHbBIX CHCTEMaX.

PesynbTaThl OLleHKM MTOKa3aTeNs samuiieHHocTn K, v mokasarenst ypoBHsi 3pesioctu I, B CPOK He Mo3ziHee 5 pabounx
JTHE IocyIe THS MX pacyeTa TOoJIKHBI HAIIPaBJIsAThCS oniepaTopoMm (obmamareneM uHdopmanym) B @CTIK Poccun B 1ensix
MOHMTOPMHTIA TEKYILETO COCTOSTHUSI TEXHMYECKOI 3aiuThl MHGopMauyumu 1 orjeHkM 3G GheKTUBHOCTY AesiTeTbHOCTHM T10
TeXHUYECKOI 3ammre nHbopMmauym <10>.

<10> IoamyukTs! 6(1) 1 6(5) nmyHkra 8 INonoskennst o ®CTIK Poccun.

33. [lo pelIeHMIO PYKOBOIUTEJS orlepaTopa (o6magatens nHGOpMalyn), OTBETCTBEHHOTIO JIMIA CTPYKTYPHBIM
rofpasaeeHneM (CrenyanicTaMm) o 3anyTe MHGOPMAaIUK ¢ y4acTueM MoapaszesieHuit (paboTHUKOB), UCTOMb3YIOMNX
nHbOpMAaIMOHHbIE CUCTEMBI, TTOJIpa3aesieHnit (pabOTHMKOB), 06eCcrIeunBaloIIMX IKCIUTyaTalnio MHOOPMAMOHHBIX CUCTEM,
pa3pabaThIBaeTCs MIaH MEPOIIPUSITHUI TI0 COBEPLIEHCTBOBAHMIO 3aIIUTHI MHMDOPMALIMY, COlepsKallleiics B
MHGOPMAIMOHHBIX CUCTEMAX, B KOTOPOM B TOM UMCJIE YKAa3bIBAIOTCSI HAMMEHOBAHMSI MEPOIIPUSTII, CDOKM UX BbITIOTHEHMS,
noapasznenedus (paboTHMUKM), OTBETCTBEHHbBIE 32 peaan3aliio KaskI0ro MeporpusiTUs.

[lnaH yTBEpKIAETCS PYKOBOAMTEIEM orepaTopa (obnagarenst vHGOpPMaIum), OTBETCTBEHHBIM JIMIIOM U TOBOAUTCS 10
rogpaszeneHuii (paboTHUKOB) orepaTopa (obmamaTesnst MHGOpMaLyM) B YaCTH, UX Kacarwoleics. PesyapTaToM peannsamnmn
MepOonpUSATHIL IJIaHa JO/IKHO ObITh JOCTVOKeHMe 3HaUeHMI oKasaTessl 3amuieHHocT K, v TokasaTesnsi ypoBHS 3pe/ioCTH
I1,,, He HMKe HOPMMPOBAHHbBIX 3HAUEHMI, YKa3aHHBIX B MeTOAMYEeCKMUX BokyMeHTax @CTIK Poccuu.

II1. IIpoBegeHVe MepPONIPUSITHUI U IPUHATHUE Mep IO 3amuTe MHGopmanmumn

34, [IJ7IS1 MOCTVISKEHMS Liesieil 3a1UThl MHGOpPMaIuy onepaTopoM (obnamaTesneM MHGOPMAI) HOKHbI IPOBOIUTHCS
clenyomye Mepopusi TS :

a) BBISIBJIEHME U OLIEHKA yrpo3 6e301acHOCTY MHGpOpMaInH;
6) KOHTPOJIb KOHGUTYpalnii MHGOPMAIVIOHHbIX CUCTEM;

B) YIIpaBJIEHUE YA3BUMOCTAMMU,
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r) yIpaBlieHye 0OHOBJIEHNUSIMMA;

m) obecriedyeHye 3aliuUThl MHGOpMAIMK IIPU 00paboTKe, XpaHeHUM 1 obpalleHun ¢ MHdopMaLyei orpaHMYeHHOro JOCTYIIa;
e) obecrieueHue 3aMUThl MHGOPMAIUK TTPU TPUMEHEHUY KOHEUHBIX YCTPOMCTB;

x) obecrieueHue 3auuThl MHGOpMAaIMK IIPU IPUMEHEeHUM MOGUIIbHBIX YCTPOIICTB;

3) obecrieyeHne 3auuThl MHGOPMAaLNK IIPY YAATEHHOM JOCTYIIe [T0/ib30BaTeel K MHGOPMAalIOHHbIM CUCTEMaM;

u) obecriedyeHye 3alUThl MHGOpMAIMi IIpU 6eCITPOBOAHOM JOCTYIIE MT0JIb30BaTeNel K MHGOPMAaI[IOHHbIM CHCTEMAaM;

k) obecreueHye 3aMKUThl MHGOPMALMYM IPU IIPEOCTABIEHUY [107Ib30BaTeISIM JOCTyIa K MHOOPMAIMOHHBIM CUCTEMAM,
MpeIyCMaTPUBAIOIIETO UTEHNME, BBIMOTIHEHME, MU3MEHEHMe, 3aIUCh, YIaleHye TPOrpaMM U (M) JaHHBIX B
MH(DOPMAIMOHHBIX CUCTEMAX (TaJiee - MPUBUIETUPOBAHHBIN JOCTYII);

n) obecrieyeHMe MOHUTOPVUHTA MHPOPMAIMOHHOI 6e30MMacHOCTH;
m) obecrieyeHue pa3paboTKy 6e30IaCHOTO IIPOrpaMMHOI0 obecrieueHusl;
u) obecredeHne GU3NIECKON 3aMUTH MHOOPMAIMOHHBIX CUCTEM;

o) obecrieueHye HeNPepbIBHOCTY GYHKUMOHMPOBAHMS MHPOPMALMOHHBIX CUCTEM IIPU BOSHMKHOBEHUY HEUITaTHBIX
CUTYaLUii;

m) ITIOBBILIEHME YPOBHS 3HaHMIT I MHPOPMUPOBAHHOCTY II0JIb30BaTEJIEN 10 BOIIPOCAM 3alUThl MH(GOPMALIN;
p) obecrieueHue 3aIuThl MHGOPMAIMK IPYU B3aMMOIECTBIM C IOAPSIHbIMU OPraHU3aLI UMM,
¢) obecrieyeHye 3alIMThI OT KOMITbIOTEPHBIX aTaK, HAIIPABJI€HHbIX HA OTKA3 B OOCTYsKMBAHUM;

T) obecrieuyeHue 3alINThbI I/IH(I)OPMEILU/II/I IIPU UCITOJIb3OBAHUM MCKYCCTBEHHOT'O MHTE/IVIEKTA <1 1>;

won

<11> TTopmyHKT "a" myHKTa 5 HallMOHaIBHOJ CTpaTerny pa3BUTHSI MCKYCCTBEHHOIO MHTeIIeKTa Ha nepuon ao 2030 roxa,
yTBepKIeHHOoIi Ykasom IIpesumenTa Poccuiickoit @emepanyy ot 10 okta6pst 2019 1. N 490 (masnee - HaioHaabHast
CTpaTerus pa3BUTUS UCKYCCTBEHHOTO MHTEJIEKTA).

y) peamusauysi B MHGOPMAIMOHHBIX CMCTEMAX Mep I10 MX 3alllUTe U 3all}UTe ComepKalleiics B HUuX MHGOPMaLn;
¢) IpoBedeHMe KOHTPOJIS YPOBHS 3alIMIIEHHOCTM MHGOpMAIMK, COAepKaleicss B MHQOpMaIlMOHHBIX CUCTEMAX;

x) obecIleueHle HEeITPePbIBHOTO B3aMMO/IECTBUS C TOCYJaPCTBEHHO CUCTEMOI 0GHAPYKEHUS, TPEAYIIPEXIEHUS U
JIMKBUIALIMM TIOC/IEACTBMIT KOMITbIOTEPHBIX aTak Ha MHGOPMaIMOHHbIe pecypchl Poccuiickoit Gemeparinmn.

35. TocTaTOuyHOCTH U 3(PheKTUBHOCTH MPOBOAMMbBIX MEPOIIPUSITHIA (Pean30BaHHbIX ITPOIECCOB) OLIEHUBAKOTCS ONIEPaTOPOM
TI0 Pe3y/ibTaTaM OIpe/ieIeHNs TIoKasaTeisl YpOBHs 3penoctu I, B COOTBeTCTBIM C TyHKTamMu 32 1 33 Tpe6oBaHmii.

36. MepOmpusITHsI 110 BISIBJIEHUIO U OII€HKe YIP03 6e30MacHOCTY MHGOPMAaIMK JO/KHBI TPeAyCMaTPUBAaTh ONpeeieHne B
X0fie co3JaHus MHGOPMAIMOHHBIX CYCTEM aKTYaJIbHBIX YIPO3 U Pa3pabOoTKy B CJTy4Yasix, yCTAHOBIEHHbBIX TPEOOBAHUSIMU K
TOPSIIKY CO3JaHMsI, Pa3BUTHKSI, BBOJIA B 9KCIUTyaTaLMIO, SKCIUTyaTallMM M BbIBOAA U3 SKCIUTyaTallMM TOCYAAPCTBEHHBIX
MHGOPMAIMOHHBIX CUCTEM U MAaJbHEMIIEro XpaHeHMsI CofepsKalleiics B Ux 6a3ax JaHHBIX MHDOPMaLY, YTBEPKIEHHbIMU
rocraHoByieHueM IIpaBurenbcrBa Poccuiickoitr ®emepaiiyu ot 6 uross 2015 1. N 676, Mogereii yrpo3 6e301acHOCTH
nHbopMaIu, a TaKKe CBOeBpeMeHHOe BhIsIB/IEHNE aKTyalbHBIX YTPO3 U UX OLIEHKY B X0Jle SKCIUTyaTalun
MHGOPMAIMOHHBIX CUCTEM.

Mogenb yrpo3 6e30MacHOCTY MHGOpMAIMH B CTydae ee pa3spaboTKM JO/KHA MCIIOIb30BaTHCS B KAUECTBE MCXOMHbBIX TaHHBIX
IJIS1 pa3spaboOTKY U BHEPEHMSI MeD T10 3alyTe MHGOPMaIuM, a TaKKe JJIsl BBIOopa CpeiCTB 3aIUThl MHDOpMAaLU U UX
(byHKIMOHATBHBIX BO3MOKHOCTEN B X0Ze CO3IaHusI (Pa3BUTHS) TTOACUCTEM 3aIUThI MHGOPMAIIUKY MHGOPMAIMOHHBIX
cucTeM. PerieHye 0 HEOGXOOMMOCTY pa3pabOTKM MOAEM yTpo3 6e30MacHOCTM MH(POpMaIu B XOe CO3TaHMsI
HErocyJapCcTBeHHbIX MH(GOPMAIMOHHBIX CYCTEM ITPUHUMAETCS PYKOBOIMUTEIEM orepaTopa (o6iamarenst MHGOpMaLn),
OTBETCTBEHHBIM JIMIIOM.
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B xofe sKkcrutyaTaiu MHGOPMaIMOHHBIX CUCTEM IOJIKEH ObITh OOECTIeUeH MTOMUCK TaHHbIX U ITPU3HAKOB,
UIEHTUOUIMPYIONINX HaTW4Me aKTyalbHbIX YIPO3, TPOBEIeHa TPUOPUTU3AIMS BISBIEHHBIX YIPO3 6€30IMaCHOCTY
mnHbOpMaIMu, OCYILeCTBIEHO OIIOBelleHe TIofpa3aeneHnit (paboTHUKOB) oriepaTopa (obmamarens MHGOpMaLumn) o
BBISIBJIEHHBIX aKTya/IbHBIX yrpo3aX. [Ipy Ha/mmumy MpMU3HAKOB peann3anyy (BOSHMKHOBEHMS) aKTyaTbHbIX YTPO3 OJIKHbI
OBITb TPUHSITHI MEPBI TI0 UX 6IIOKMPOBAHUIO (HEMTpATU3AIN).

37. MepomnpusTHs 110 KOHTPOJIIO KOHGUTYpauyit MHPOPMaLVOHHbBIX CUCTEM AO/DKHBI MCKIIOUATh HECAHKI[MOHMPOBAHHOE
M3MeHeHMe COCTaBa IIPOrpaMMHBIX, TPOTPAMMHO-AIIaPATHBIX CPEICTB MHMDOPMALIMOHHBIX CUCTEM, X HACTPOEK U
KOH(UTypaLuii, ycTaHOBJIEHHBIX BO BHYTPEHHMX CTAHAAPTAaX 10 3aliuTe MHGopMaIi, a Takxke o6ecreunBaTh
ob6HapykeHMe (GAaKTOB HECAHKIIMOHMPOBAHHbIX M3MEHEHUI U BhISIBIEHNE PUYMH U3MEHEHMIA.

KoHTposnb KoHGUTypaluii MHGOPMAaIIMOHHBIX CUCTEM AOIKEH OCYIECTBISITHCS HAa OCHOBE aHa/IM3a pe3yabTaToB yuerta UT-
aKTUBOB <12> u (MI1) CBeIeHMIA, COMEPsKAIIMXCS B aBTOMATU3MPOBAHHbIX CUCTEMAX XPaHEHMS U YIIpaBJIeHMsI JaHHbIMU 06
MH(DOPMAIMOHHBIX CCTEMAX U UX KOHGUTYpaIX (IPY HATUUMUM CUCTeM MHBeHTapusauyuy UT-akTuBoB). CTPYKTYpHOMY
ToZIpa3IeNeHNIo (CIIeNMaICTaM) Mo 3aluTe MHGOPMAaIUK TOJDKEH GbITh 00eCIIeUeH JOCTYII K YKa3aHHbIM CBEIEHUSIM.

<12> TIyukrt 3 [MonoxkeHust 06 yuete U T-aKTUBOB, UCITOIb3YEMbIX [IJISI OCYLIECTBIEHNS e TeTbHOCTH 10 IIMGPOBOIt
TpaHchopManyu CUCTeMBbI TOCYIAPCTBEHHOTO (MyHULIMIIAIBHOTO) YIIPaBIeHMsI, yTBEPKIeHHOTO [T0CTaHOB/IeHUEM
[TpaButenbcTBa Poccuiickoi ®@epepaunm ot 1 uronsa 2024 r. N 900.

38. MepOl’[pI/IHTI/IH I10 YIIPABJIEHUIO YSI3BMMOCTAMM OO/DKHBI BKIIIOUYATD BbISIBJIEHME YHSBMMOCTeﬁ I/IHd)OpMaLII/IOHHbIX CuCTeM,

OLI€HKY X KDUTUYHOCTH, OIIpefieJieH/ e MeTOI0B M IIPMOPUTETOB YCTPaHeHUS YSI3BUMOCTeIA, a TaKkke KOHTPOJIb 3a
YCTpaHEHMEM YSI3BUMOCTEIA.

VcTpaHeHMe ySI3BUMOCTEN, KOTOPbIe MOTYT OBITh MCIIO/b30BaHbl HAPYIIUTENSIMU, MU UCKII0UEH e BO3MOKHOCTHM UX
MCITOJIb30BAHMS 33 CUET MPUMEHEHMSI KOMITEHCHUPYIOMIVX MEP JO/IKHO MPOBOIMUTHCS OTIeEpaTOpoM (obnamaTeseM
uHbopMaIn):

B OTHOIIIEHUH YSI3BMMOCTEI KPUTUUECKOTO YPOBHS OMAaCHOCTM <13> - B CpOK He 6osiee 24 4acoB;

<13> IIyHkT 5.2.18 HauymoHaapHOrO crangapra Poccuiickoit ®emepauny 'OCT P 56545-2015 "3amura nHdopMainn.
Vs13BUMOCTY MHGOPMAaIMOHHbIX cucTeM. [IpaBuia onmcaHus ysI3BMMOCTe", yTBePsKIeHHOTO M BBEEHHOIO B JeiiCTBIE
npukasom Poccranpapra ot 19 aBrycra 2015 r. N 1180-ct (M., ®TBY "PCT", 2021).

B OTHOIUIEHUN y9[3BI/IMOCT€ﬁ BbICOKOTO YPOBHS OITACHOCTU - B CPOK HE 6osee 7 KaJIeHOapHbIX ITHEIA.

B oTHOIIeHMM YySI3BUMOCTET CpeJHETO ¥ HU3KOTO YPOBHE OMacCHOCTU CPOKM U TTOPSIAOK UX YCTPAaHEHUS ONpefensiioTCs BO
BHYTpPEHHEM periaMeHTe I10 3aIuTe HGOPMAaIUK UCXOS U3 0COOEHHOCTe (QYHKIIMOHUPOBAHUS MHGOPMAIIMIOHHbIX
CUCTEM.

[Tpu BBISBJIEHUU YSI3BUMOCTEN MHPOPMAIIMOHHBIX CUCTEM, CBEIEHMS O KOTOPBIX OTCYTCTBYIOT B 6aHKe TaHHBIX yIPO3
6e3omacHocty uHbopmalu ®CTIK Poccun, onepatop (ob6nagaTens MHGOpMAaIMu) B CPOK He Gosiee 5 paboumx aHel C 1aThl
TaKOT0 BbISIBJIEHMSI O/KeH HallpaBUTh MHGopMaluio 06 ysa3sumocty B @CTIK Poccyy ajist oLieHKY He0OX0OMMOCTH
BKJTIOUEHMS BBISIBJIEHHOI YSI3BUMOCTHM B OaHK JaHHBIX yrpo3 6e3omacHocty napopmanmyu @CTIK Pocenm <14>.

<14> TlopnyHkT 21 niyHkra 8 ITonoxenus o ®CTIK Poccun.

39. MepOHpI/IHTI/IH 110 YIIpaBJIEHUIO 06HOBJ‘I€HI/IHMI/I JOOJIDKHBI BKJTIOUYATh ITpOBeaeHMe IIPOBEPKU IMOAJIVMHHOCTNU U LEJTIOCTHOCTHU
OOHOBJIEHMI TPOrPAMMHBIX, IIPOrPAMMHO-aIIIapaTHbIX CPEICTB, TECTMPOBAHNM OOHOB/IEHMII 10 X IIPUMEHEHUS B
KOHTYpax IIPOMBIIIIEHHON 3KCILTyaTaluy MHOOPMAaIMOHHBIX CUCTEM, BbIIaue paspelieHns moapasaeaeHusIM
(paboTHMKaM) orepatopa (o6magartens nHGoOpMaIlluK) Ha MpUMeHeHe 0OHOBIEHUIT TPOTPaMMHBIX, ITPOTPaMMHO-
anmapaTHbIX CPeICTB B KOHTYPaX IIPOMBIIIIEHHO 3KCILTyaTaluy MHOOPMAIMOHHBIX CUCTEM C UCIIOIb30BaHMEM
6e30TaCHbBIX HACTPOEK U KOH(UTYpalyii, yCTAHOBIEHHBIX BO BHYTPEHHMUX CTAHAAPTAX I10 3aIIyuTe MHPOPMAaLN.
BeckoHTposbHAS yCTaHOBKA OGHOBJIEHNMI MTPOrPAaMMHbIX, TPOTPAMMHO-aIapaTHbIX CPEICTB HE JOMYCKAETCs.

CpOKI/I IIpPMMEHEHU O0OHOBJIEHUIT MMPpOrpaMMHBIX, IPOTPAMMHO-AIIIIapaTHbIX CPEACTB, ITPEeAHA3HAYE€HHbIX OJI YCTPaHEHUS
YHBBMMOCTEV[, YCTaHaBJIMBAKOTCA BO BHYTPEHHEM DerjiaMeHTe I10 3allunTe I/IHCl)OpMaLU/II/I B 3aBMCMMOCTH OT CPOKOB
YCTpaHEeHUs YHBBI/IMOCTEVI COOTBETCTBYIOIIMX ypOBHEVI OITIaCHOCTU U PUCKOB, CBSAI3aHHBIX C IIPMMEHEeHIEM OOHOBJIEHUIT
IIPOrpaMMHBIX, IIPOrPAMMHO-AIIIIapaTHbIX CPEACTB.

40. MeporpusTus 1o 3amurte nHbopMaluu Ipyu 06paboTke, XpaHeHM M U o6palleHn ¢ MHbOopMaIlyeil OrpaHMYeHHOTO
JOCTYTIA JO/KHBI MCKTIOUATD:
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HelpaBOMEPHOe pacipocTpaHeHre MH(pOopMaLy OrpaHMueHHOTo JOCTYIa BHE 3aBMCUMOCTY OT (DOPMBI ee IIpe/icTaBIeHMs,
B TOM YMCJIe C MCTIOb30BaHMeM MHGOPMAIMOHHO-TeJIEKOMMYHUKAIIMOHHBIX ceTell U ceTu "MIHTepHeT";

IOCTYTI K MHGOPMAaIMy OTPaHMYEHHOTO AOCTYTIA JIUII, IJIST KOTOPBIX MH(POpMalus He TIpeqHasHayeHa U (VJIN) 1T KOTOPBIX
TaKO¥ OOCTYM 3alpelleH.

[TpoBOAMMbIE MEPOIIPUSITHS JO/KHBI BKIIOUATh ONpeaeneHne MHGOpMaLy OTPaHUUYEHHOTO TOCTYIIA U MpeqHa3HauYeHHbIX
IUIS ee XpaHeHMsI TPOorpaMMHO-arIapaTHbIX CPECTB, a TAKKE KOHTPOJIb M PETMCTPaIinio BceX GakTOB AOCTYIIA
MO/Ib30BaTeeli K IPOrpaMMHO-aIapaTHbIM CPEACTBAM, B KOTOPBIX XPaHUTCS MHGOPMAIIVS OTPAaHMYEHHOTO JOCTyIIa.

KoHTposnb 06paboTky, XpaHeHUsI MHGOPMaIM OTpaHMUYEHHOTO JOCTYIIA B TPOrpaMMHO-amNapaTHbIX CPeJCTBAX U ee
repenauy JOKeH OCYIIEeCTBISIThCS B COOTBETCTBUM C BHYTPEHHMM PErJIaMeHTOM IT0 3aiuTte MHbopmanyu. O dakrax
HEMpaBOMEPHOTO PaCPOCTPaHEHMSI MHPOPMAIMM OTPAHMYEHHOTO AOCTYIIA U (UIM) JOCTYIIA K CPeACTBaM ee 00paboTKY U
XpaHeHMsI JOKeH 6bITh He3aMeIIUTebHO TPoMH(OPMIPOBaH PYKOBOIMTENDb OnlepaTopa (06/1amarens nHdopmaimmn),
OTBETCTBEHHOE JIUIIO.

41. MeporpusTusi Io 06ecreYeHNnIo 3aMUThl MHGOPMAIUK MTPU TPUMEHEeHUM KOHEUHBIX YCTPOCTB MHGOPMAIIMOHHbBIX
CUCTEM JIOJIKHBI MICKITI0UATh BO3MOXHOCTb HECAHKLIMOHMPOBAHHOTO NOCTYIA K MHGOOPMAILMOHHBIM CUCTeMaM M KOHEUHBIM
YCTPOICTBAM MJTM BO3AEMCTBYS Ha HUX Yepe3 MHTepderiChl 1 MOPThI, HEITOCPEACTBEHHO B3aMMOZ eI CTBYIOIIME C CeThIO
"iHTepHeT" 1 (MJIN) JOCTYITHbIE U3 ceTu "VIHTepHeT'.

3aluTa KOHEYHBIX yCTpOﬁICTB I/IH(bOpMaLU/IOHHbIX CuCTeM JO/DKHA BKIIIOUYATDh peaIn3anynio B HUX B COOTBETCTBUU C
Tpe6OBaHI/I$[MI/I MeDp I10 3a1IuTe I/IHd)OpMaL[I/II/I OT HECAHKIMMOHMPOBAHHOTO AOCTYIIa U IIPpOBeAEeHMIM Ha HUX MOHUTOPUHIA N
dHaJ/IM3a IMMpoueccoB ”n COOBITHI C LIE€JIbIO BbISABJICHMS aKTYA/JIbHBIX YIPO3, a TAKXKE IIPEOYIIPEXKACHUNM O ITPOM30MIeamnX
CO6BITHSIX 6€30ITaCHOCTHA. KOHTpOJ'[b VICITI0JIb30BaHMSI KOHEUHBIX yCTpOVICTB JOJ/DKEH OCYILIeCTBJIATbCA B COOTBETCTBUM C
BHYTPEHHMMM CTaHAAPTAMU U perjiaMeHTaMM I10 3alllUTe I/IHd)OpMaI_II/II/I.

42. TlocpencTBOM MPOBENEHMS] MEPOTIPUSITHI TI0 06eCTIeYeHII0 3alUThI MHGOPMAIK ITPU IPUMEHEHUM MOOUIbHBIX

YCTPOJCTB JO/KHA ObITh MCK/IIOUEHA BO3MOKHOCTh HECAHKI[MOHMPOBAHHOTO AOCTYIIA (BO3IeiCTBMS) K MHGOPMAIMIOHHBIM
cUcTeMaM U cofepskaleiics: B HuX MHopMainy, a Takske K B3aMMO/IEeCTBYIOIIMUM C HUMY MOOMJIbBHBIM YCTPOMCTBAM U
cofiepskaleicst B Hux nHGopmaluy yepes KaHaslbl mepefauy MOOMIbHbIX JaHHbBIX, MOOMIbHBIE CEPBUCHI, MHTEpdECh 1
MTOPThI MOOMJIbHBIX YCTPOTICTB.

[Tpu MpyMeHEeHUH TT0SIb30BATEISIMU MOOWITbHBIX YCTPOVICTB JIsI AOCTYIIA K MH(DOPMAIIMOHHBIM CUCTEMAaM U COAEePsKaIeincs
B HUX MH(OpMaIMu B 1IeJISIX BBITIOMHEHNSI CBOMX 06s13aHHOCTe (PyHKIMIT) oniepaTop (o6sagaTens MHGOpMAaIn) JOMKeH
MIPMHUMATb MepBI IO 3alIuTe MHOOPMALIMOHHBIX CCTEM U COAEpsKalleiics B HUX MHGOpMaIK, B TOM YKCIIE:

obecreunBaTh 3allIMTYy KaHaJIOB IIepeaauyn HaHHbIX;

OCYIIECTBJISITh JOCTYTI ITOJIb30BATENeH C IPUMEHEeHNEM CTPOToi ayTeHTUDuKamm <15>,

<15> ITyukT 3.54 HauMoHanbHOro crangapTa Poccuiickoit ®emeparyu TOCT P 58833-2020 "3amimra MHGOpMaInn.
Wnentudukauus u ayreHTUGMKaIs. O61IMe TpeGoBaHMs", YTBEPKIEHHOTO Y BBEIEHHOTIO B JEICTBIE ITPUKA30M
Poccranmapta ot 10 anpesnst 2020 r. N 159-ct (M., ®I'BY "UnctutyT cranmaptusanum”, 2020).

[Tonmp30BaTeneM AOKEH ObITh MCK/TIOUEH HECAHKIIMOHMPOBAHHBIN JOCTYI K MOOGUIIBHOMY YCTPOJCTBY.

43. HpVIMEHeHI/Ie TMO/Tb30BaTE/ISIMU JIMYHBIX MOOMJIBHBIX yCTpOVICTB AJIST DOCTyTIa K I/IH(bOpMaI_U/IOHHbIM cucremMam u

cofepsKkalieicst B Hux MHGOpPMaIluK C LebI0 BBIMOTHEHNST CBOMX 00S13aHHOCTE ((DYHKIMIT) JOTTYCKAeTCs B CIyvae
COOTBETCTBMSI MOOWIBHBIX YCTPOICTB TpeboBaHMUSIM U HATMUMS Y oliepaTopa (obmagartens nHGOPMaIumn) BO3MOKHOCTU
KOHTPOJIST MCIIO/Ib30BaHMSI MOOVJIBHBIX YCTPOJCTB.

44, KOHTPOJb UCTIOIB30BAHMSI MOOVIIBHBIX YCTPOMCTB TOJIKEH OCYIIECTBIISITHCS B COOTBETCTBUM C BHYTPEHHUMU
CTaHZAPTaMM U perjaMeHTaMu T0 3amyuTe MHGOpMaIun.

45. TIpu IpUMeHEeHUY TI0Tb30BATENIIMU MOOUIbHBIX YCTPOVICTB /1)1 JOCTYIIA K MHOOPMALIMOHHBIM CUCTEMAM U

cogepskalieics: B Hux uHbopmalum, He CBSI3aHHOTO C BBITTOJIHEHMEM T0/Ib30BaTeNeM CBOMX 0bs:3aHHOCTel (PyHKLIMIT), B
TOM YMCIIe AJIsE JOCTYIIA K 06IIeOCTYITHO MHpOopMallui, oriepaTopoM (ob1amaTesieM MHGOpMaIi) JO/KHBI TPUHUMAThCS
MeDbI 10 3aIMUTe MHPOPMAIIMOHHBIX CUCTEM U COflepKaleiicst B HMX MHOOPMaLUM 1, TPY HEOOXOAMOCTH,
obecrieunBaThCs 3aUTa KAaHAJIOB Mepefauyy JaHHbIX, MUCIIOMb3yeMbIX IJIS OCYLIeCTBIeHMS TOCTyTIA.

46. TTocpencTBOM MPOBENEHMS] MEPOIIPUSITHI TI0 06eCTIeUeHIIO 3alIUThI MHGOPMAIUK IIPY YIAJEHHOM IOCTYIIe

T10JIb30BaTeJIe TO/KHA OBbITh MCK/TIOUeHA BO3MOXKHOCTb HECAHKIIMOHMPOBAHHOTI'O IOCTYIIA (BO3AEMCTBYS) K
MHGOPMAIMOHHBIM CUCTEMAaM ¥ COflepsKaleiics B HMX MHGOPMAIMH, a TAKKe K B3aMMOZECTBYIOIIMM C HUMU
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MpOTpaMMHO-aIapaTHbIM CPeICTBAM IT0JIb30BATe/ el uepes KaHajIbl epeaun JaHHbIX, MHTepdEeiChl ¥ MTOPTHI yIaJEeHHO
MTOIK/TF0YaeMbIX TTPOrPAMMHO-AIapaTHbIX CPECTB.

[pu ymaseHHOM AOCTYIIE TI0JIb30BaTeell K MHGOPMAIMOHHBIM CUCTEMAM U COAepsKalleiicss B HUX MHGOpMAaIUu B IeISX
BBITIOJTHEHMS CBOMX 06s13aHHOCTeI (PyHKIMIT) oriepaTopoMm (o6iamareneM MHGOpMAaIN) JOIKHBI TPUHUMATBCSI MEPBI 11O
3anuTe MHGOPMAIMOHHBIX CUCTEM U COepXKalleiics B HUX MHGopMaImu, 06ecreunBaThCs 3alIMUTa KaHAIOB Iepefaun
JaHHBIX ¥ TPOrPaMMHO-aMNapaTHbIX CPEICTB, C MCIIOTb30BaHMEM KOTOPBIX OCYIECTB/ISIETCS YIATEeHHbI JOCTYII,
VICKITIOYAThCSI HECAHKI[MOHMPOBAHHBINM HOCTYII K YAaJeHHO IOAK/II0YaeMOMY ITPOrpaMMHO-aIapaTHOMY CPeICTBY
O/Tb30BaTes.

ViaseHHbI JOCTYII MOIb30BaTeIelt B 1IeJISIX BHIITOHEHMST CBOMX 00s13aHHOCTe (PYHKIMIT) JOKEH OCYIeCTBISAThCS C
JMCITOJIb30BaHMEM ITPOrpaMMHO-arapaTHbIX CPEICTB, BbIIEIEHHBIX ollepaTopoM (ob1agaTesnieM MHGOpMaIn) u
COOTBeTCTBYONIMX Tpe6oBaHMSIM. [10 COTIACOBAHMIO CO CTPYKTYPHBIM MOApasaeaeHueM (CIeIMaaIuCTaMu) 1o 3aluTe
vHpopMaIn JOTyCcKaeTCst IPeqoCTaBlIeH)e YIaJeHHOTO JOCTYIa K MHPOPMAIMOHHbIM CYCTEMAaM C MCIIOb30BaHMEM
JIMYHBIX POTPAaMMHO-AIMapaTHbIX CPECTB MOTb30BaTeIs oriepaTopa (o6mamarenst MHGOPMAaLN) TIPU YCIOBUM
MpUYMeHEHMS IS YIAJIeHHOTO AOCTYIa CepTUMUIIMPOBAHHBIX CPEACTB 0becIieueHst 6€30I1acHOM MMCTAHIIVIOHHO PaboThI
<16>, cpeACTB aHTUBUPYCHO 3AIIMUThI ¥ MHBIX CPEICTB 3aMIUTHI MHGOPMAIIMA, MCKITIOYAIONMX YTPO3bl 6€30MacHOCTI
MHpOpMaIIMK, CBSI3aHHbIE C YAaJeHHbIM JOCTYIIOM.

<16> ITpukas ®CTIK Poccun ot 16 pespans 2021 r. N 32 (3apeructpupoBan Munioctrom Poccun 15 mionst 2021 1.,
peructpauuoHHbiit N 63867).

VhaneHHbI JOCTYII ITOb30BaTeNeil K MHPOPMAIMOHHBIM CUCTEMAM B IIeJISIX BBITTOJIHEHNSI CBOUX 00s13aHHOCTE (PyHKIIMIT)
JIOJIKEH OCYILLeCTBJISIThCS C UCTIONIb30BaHMEM CeTell CBsI3M, PACIIONIOKeHHBIX Ha Tepputopun Poccuiickoii @epepanuin,
MOCPeACTBOM IIPMMEHEHMSI CPeICTB 3alMThl KaHA/Ia Tepeauy JaHHbIX, M CTPOTOI ayTeHTU WKAIMK TT0/Ib30BaTee.

[pu ymaseHHOM JOCTYIIE MOJIb30BaTe el K MHMDOPMAaIMOHHBIM CUCTEMAaM U COfiepsKalieiicss B HUX MHGOpMaIi, He
CBSI3aHHOM C BBITIOJTHEHMEM I10JIb30BATEISIMY CBOMX 06sI3aHHOCTE (DYHKIINIT), B TOM UMC/Ie TIPU AOCTYIIE K O6IIe0CTYITHOI!
uHbopMaIuu, orepatopom (obaamaTesieM MHGOPMAIMK) JOKHBI IPUHMMATHCSI MEPBI 110 3aIUTe MHPOPMAIIMOHHBIX
CHUCTeM U cofepskaiieiicss B HuX uHbopMauuu 1, Ipyu Heo6X0AMMOCTH, 00eCIIeUnBAThHCS 3alMTa KaHATIOB Iepefaun JaHHbIX,
VCTIOb3YEMBIX JJIsI OCYIeCTBIeHNS YIATEHHOTO TOCTYTIA.

KOHTpO.TIb YOAJIEHHOTO OOCTYIIa M0JIb30BaTesIeN K I/IH('l)OpMaLU/IOHHbIM cucTeMam OJO/DKeH OCYIIeCTBJIATBCS B COOTBETCTBUM C
BHYTPEHHMMM CTaHAAPTAMU U perjiaMeHTaMU I10 3allnTe I/IHd)OpMaLU/II/I.

47. TlocpenCTBOM MPOBEIEHNUST MEPOIIPUSITHUI TI0 00eCTIeUeHNIO 31U ThI MHGOPMAaLMy Py 6eCIIPOBOAHOM IOCTYIIE
0JIb30BaTesel K MHGOPMAaIMOHHBIM CYCTEMAaM JIOIKHA GbITh MCK/IIOUEHA BO3MOXKHOCTh HECAHKI[MOHMPOBAHHOTO JOCTYTIa
(BO31eiicTBM) K MHMDOPMAIMOHHBIM CHCTEMAaM ¥ COfiepsKalieiicst B HMX MHGOPMAIMK 3a CUeT HeCAaHKI[MOHMPOBAHHOTO
MTOJK/TIOUEHMSI K TOUKaM GeCIpOBOAHOIO AOCTYIIA M JOCTYIIA K 6eCIPOBOAHBIM KaHAIaM Mepefauy JaHHbIX, TIOAMEHbI
B3aMMOJIEMCTBYIOIMX C HUMM ITPOrPaMMHO-AMIapaTHbIX CPEACTB UM JOCTYTIA K HUM.

[Tpu 6ecrIpoOBOAHOM IOCTYTIE MIOIb30BaTesell K MHOOPMAaIMOHHBIM CHMCTEMAM M COAEPIKAIIEicsl B HUX MHGOPMAIMA B LIeJISIX
BBITIOJTHEHUST CBOMX 06s13aHHOCTeI (PyHKLMIT) oriepaTopoMm (o61amareneM MHDOPMALVIN) JOKHbI TPUHUMATBCSI MEPBI IO
3ammTe MHGOPMAILMOHHBIX CUCTEM U cofepsKalleiics B HuX MH(popmMalym, 06ecriedrBaThCs 3aliyTa 6ecrpoBOIHBIX KaHAIOB
repefauy JaHHBIX ¥ IPOTPaMMHO-aIapaTHbIX CPEICTB, C UCIIOIb30BaHMEM KOTOPBIX OCYILECTBIsIeTCsT 6eCIpOBOIHOIM
nmoctyt. TTocpenctBoM hopMMUpoBaHMsSI KOHGUTYPALVIY Y HACTPOEK, YPOBHEN CUTHAJIOB TOYEK OECITPOBOIHOTO TOCTYTIA,
VICIIO/Ib3YEMBIX IS TIOK/IFOUEHMS TT0/Ib30BaTe el K MH(GOPMAaIMOHHBIM CUCTEMAM B LIEJISIX BBITTOJIHEHUS CBOUX
obs1sanHOCTel (PYHKLMIT), JOKHA OBITH MCK/II0UEHa BOSMOKHOCTD MMOAK/IIOUEHNS K HYM JIMII, He MMEIOIINX MpaB JOCTyIIa K
MHGOPMAIMOHHBIM CHCTeMaM. YKa3aHHbIe TOUKM 6eCITPOBOTHOTO JOCTYIIA AO/IKHBI ObITh OJHO3HAYHO MAEHTUMUIIMPOBAHBI
B MH(OPMAILIMOHHBIX CUCTEeMaX, a TAK)Ke OIpe/iesIeHbl MecTa UX pa3sMelleHus.

Touky 6€CIIPOBOIHOTO TOCTYIIA ¥ TOCTPOEHHbIE HA X OCHOBE 6eCIIPOBOIHbIE CETHM CBSI3M, MCITOIb3yeMble [l OCTYyIIa
TI0/Ib30BaTesNel K MH(GOPMAIIMOHHBIM CHCTEMAM U COAepsKalleiicss B HUX MHGOPMAIIY B IEIIX BbITIOMTHEHMS] MY CBOUX
obs13aHHOCTEl (PYHKLMIT), JOKHBI GBITh M30MPOBAHbI OT 6ECITPOBOIHBIX CETEl CBSI3U, MpeqHa3HaUEeHHbIX /IS JOCTYIIa K
cetu "UIHTepHET" U (M) 0OIIEeNOCTYITHO MHPOpMaIy oreparopa (obnagarenst vHGopMaIumn).

48. TTocpeaCcTBOM MPOBENEHMS] MEPOIIPUSITHIL IO 06eCTIeUeHIIO0 3alUThl MHGOPMAaIMK TP MPeaOCTaBIeHUN
MIPUBWIETMPOBAHHOTO JOCTYIIA TO/KHA ObITh MCK/IIOUEHA BO3MOXKHOCTbD MTOTyYEHUS] PUBUIIETMPOBAHHOTO JOCTYIIA K
MHGOPMAIMOHHBIM CHCTEMaM JIMLIAMU, IJISI KOTOPbIX TaKO JOCTYII TOJIKEeH ObITh MCK/TIOUEH, & TAKXKe MUCII0Ab30BaHMUS
TTOBBINIEHHBIX MIPAB JOCTYIIA C HApyIIeHVeM BHYTPEHHUX CTAHIAPTOB U PerJiaMeHTOB I10 3aIIuTe MH(popMauun.

st ony4eHUs: TPUBUJIETMPOBAHHOTO AOCTYTIA TOJIKHBI ObITH CO34aHbI MPUBUIETMPOBAHHbIE YUeTHbIE 3aTIUCH.
[TpuBMIErMpOBaHHbIE YUETHBIE 3aIMCH JOKHbBI MMETD IIPaBa JOCTYIa, MMHUMAIbHO HEOOXOAVIMBbIE JJISI BBITIOTHEHUS
TT0JIb30BATE/ISIMM BO3JIOKEHHBIX HA HUX 00513aHHOCTEN (DYHKIMIT), B COOTBETCTBUY C IIPUHSATHIMU B MHPOPMAIIMOHHBIX
cUcTeMax MOZensIMU IOCTYIIA Monb3oBaTeneii. [IpyMBuiernpoBaHHble YUeTHbIe 3aMMCH, MMeIOolIe MTpaBa Mo CO3JaHMI0
IPYTUX MIPUBWIETMPOBAHHbIX YUETHBIX 3aTMCEN, JOKHBI ObITh IEPCOHMUDUITMPOBAHHBIMMA.
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[TpuBUIErMPOBAHHBIN TOCTYII JO/DKEH OCYIIECTBISITHCS C IPMMEHEeHMEeM CTPOroii ayTeHTU(hUKALIVN, & B CJTyuae
TEXHUYECKOI HEBO3MOXKHOCTY MMPUMEHEHMS CTPOTO¥i ayTEeHTUMUKAIIUMA - C UCTTOJIb30BAHUEM YCUIEHHOI MHOTO(aKTOPHOI
ayTeHTUdUKALIUA.

He pormyckaeTcst 06beqHEeHVE B paMKaX OHOM MPUBUIETMPOBAHHOM YUETHOI 3aMTMCH VIJIM OJTHOV TPYIIIIbI
TIPUBWJIETMPOBAHHBIX YUETHBIX 3aIMCelt posieli IIo CUMCTEMHOMY aAMUHUCTPUPOBAHNIO, poJieli TI0 pa3paboTke u
TEeCTUPOBAHMIO ITPOrPAMMHBIX, IPOTPAMMHO-AIapaTHbIX CPECTB, POjieil aIMUHMCTPATOPOB 6€30MacHOCTM.

Heucnonb3yemble IpUBUIErMpPOBaHHbIE YUeTHbBIE 3aMMCH JO/DKHBI ObITh 3a06/I0KMPOBAHBI U yIaaeHbl B COOTBETCTBUMA C
BHYTPEHHMMU CTAaHIAPTAMU U PeryIaMeHTaMM 110 3auiuTe MHGOpMaIun.

BcTpoeHHbIe TpUBUIETPOBAHHBIE YUeTHbIE 3aMVCH AO/KHBI ObITh OTK/IIOUEHBI MM, B CIyuae HeBO3MOXHOCTY OTKITIOUeHMS,
TeperMeHOBAHbI MOC/IE 3aBePIIeHNST HACTPOKY M YCTAaHOBKM KOHMUTYpAIMii, 3aJaHHbIX BHYTPEHHMMY CTaHAAPTaMM I10
3amuTe MHGOpMaIuu. AyreHTUbOUKAIIMOHHAS MHGOPMAIMS BCTPOEHHBIX MPUBUIETMPOBAHHBIX YUETHBIX 3aIMCEN TOIKHA
OBITh M3MEHEeHa B COOTBETCTBUM C BHYTPEHHMMM CTaHAApTaMM U perylaMeHTaMM I10 3aluTe MHGopMaiun.

Bce pmeiicTBUS IO JOCTYITY TTOJIb30BaTeNel C UCIOIb30BaHMEM MTPUBUIETMPOBAHHBIX YUETHBIX 3aIMCell Moz 1esKaT
peructpaiun. KOHTPOIb UCIIOMb30BAHMS TPUBUIETMPOBAHHBIX YUETHBIX 3aMyCei O/KeH OCYIIeCTBISIThCS B COOTBETCTBUM
C BHYTPEHHUMM CTaHIapTaMM U perjiaMeHTaMu T10 3aiuTe MHGopMauun.

49. MepoIpHUsITHS TIO OCYLIECTBIEHNI0 MOHMTOPUHTA MHAOPMALIMOHHOI 6€30MacHOCTM AOKHBI TPeAyCMaTpUBaTh c60p
JIaHHBIX O COOBITUSIX 6€30TIACHOCTH, UX 06PAabOTKe U aHAIN3€e, A TAKKE BBISIBJIEHNE MIPU3HAKOB peaan3alnuy yrpos
6e301acHOCTY MHGOpMAaILMK U (MIM) HapyIlIeHuit Tpe6oBaHMii BHYTPEHHMX CTAHIAPTOB 1 PErIaAMEHTOB 10 3aIlNTe
vHopmaiuu. MeponpusITHS 110 OCYIIECTBAEHNIO MOHUTOPUHTA MHGOPMAIIMOHHO 6€30MacHOCTY AOJIKHBI IPOBOAUTHCS B
OTHOLIIE€HNU BCeX I/[H(I)OpMa]_U/IOHHbIX CucTeMm, 3a UCKIKUYEeHVEeM JIOKAJIbHBIX U M30JIMPOBAHHbIX I/IH(bOpMaLU/IOHHbIX Cucrem, B
KOTOPBIX JO/IKEH 06eCIeurBaThCsl KOHTPOJIb JKYPHAIOB PerucTpaLyy co6bITHi 6€30MacHOCTIH.

MeponpusiTus 10 MOHUTOPUHTY MHGOPMAIMOHHOM 6€30TIaCHOCTY TOJIKHBI OCYIIECTBIISITHCS B COOTBETCTBUMU C pasaeaMu 4
1 5 TOCT P 59547-2021.

B xomie mpoBeieHsI MOHUTOPYHTA MH(MOPMAaIIMOHHO 6€301TacHOCTY ISl aHaIM3a 3abUKCUPOBAHHBIX COOBITHIA
6e30I1aCHOCTY U BBISIBJIEHHBIX B HMX ITPU3HAKOB pean3aly aKTyaabHbIX YTPO3 JOIYCKAETCS MCTIOIb30BaHMe TOBEPEeHHbIX
TEXHOJIOTUI UCKYCCTBEHHOTO MHTe/IeKTa <17>,

<17> IMonmyHKT "11" MyHKTa 5 HallMoHaabHOI cTpaTerny pasBUTUSI MICKYCCTBEHHOTO MHTEJIIEKTA.

CTpyKTypHOe mofpasaeneHe (CIenyaauCThl) o 3aiuTe MHGopMalu orepaTopa (obnamatens nHGopManym) c
TePUOAVYHOCTBIO ¥ B CPOKM, YCTAHOBJIEHHbBIE BHYTPEHHUM PErJIaMEeHTOM I10 3a1MTe MHPOpMaIyu, JOIKHO (IOIKHBI)
pa3paboTaTh U MpeACTaBUTh PYKOBOAUTENIO oriepaTopa (obnagartens uHbopMaiumn), OTBETCTBEHHOMY JIITY OTYET O
pe3y/bTaTax MOHUTOPUHIA, KOTOPBIV B TOM UMC/IE JO/KEH COMePsKaTh TUIIbI COOBITHIT 6€30MMacHOCTY, 0GHAPYKEHHbIE T10
pesyJibTaTaM MOHUTOPUHTA, M CBSI3aHHbIE C HUMM KOMITbIOTEPHbIE MHUIMIEHTDI (IIPU UX HAIMUYKU), @ TAK)KE peKOMeHIaluumn
110 UX aHaIN3y U (MK) ycrpaHeHuIo. [TocienHmii B TeKyIeM roAy OTYeT O pe3ylbTaTax MOHUTOPMHTA WM UTOTOBBIN OTUeT
3a TEKYILIMii rof, (B CJydae ero paspaboTKu) Mocie peiCcTaBaeHs] PYKOBOAUTETIO oTiepatopa (obymagartens nHGOpMaIun)
HampasisieTcs orepatopoM (obnagaTenem nabopmaiiun) B @CTIK Poccun B 1es1IX MOHUTOPUHTA TEKYIIETO COCTOSTHUS
TeXHMYECKOI 3alUThI MHGpOpManyu <18>.

<18> IMopnyHKT 6(1) myHkTa 8 [Momoxkenust o ®CTIK Poccum.

50. MepompusiTHs 1o pa3paboTke 6e30I1aCHOTO MPOTPaMMHOTO 06ecIieueH s JOKHbI ObITh HallpaBJIeHbl Ha
TpefoTBpalleHM e MOsIBJIEHMS], BbISIBJIEHME U YCTPAHEHME YSI3BMMOCTEN B pa3pabaThiBaeMOM OIlepaTopoM (06afaTesiemMm
mHpopMaIui) mporpaMMHOM obecriedeH . MeponpusTHs 1Mo pa3paboTke 6e30I1aCHOTO MPOrPaMMHOT0 00eCITeueH s
TIPOBOJASITCS B CIyYae OCYIIECTBAEHUS OrlepaTopoM (o6namaTeneM MHOOPMAIMIU) CAMOCTOSTENbHOM pa3paboTKu
MMPOTPaMMHOTO Ob6ecIieueHyst, IPUMEHSIEMOT0 B MH(GOPMAaIMOHHbIX CUCTEMAX.

B ciiyyae caMoCTOSITENTbHOM pa3paboTKy onepaTopoM (obnagatesneM MHGOPMALY) IPOTPAMMHOTO 06ecIieueHusI,
MpeaHa3HAYEHHOTO /ISl MICITOIb30BaHMS B MHGOPMAIIMOHHBIX CUCTEMAaX, JO/KHBI ObITh PeaiM30BaHbl MEPHI,
npegycMoTpeHHble pasgenamu 4 u 5 TOCT P 56939-2024.

B cnyyae npuBieueHus onepatopoM (obrmamaTesieM MHGOpMAIK) 11 pa3paboTKu ITPOrpaMMHOT0 06ecreueHust
MTOZIPSIIHOM OpraHusaliii 10 PelleHNI0 PYKOBOAUTEs (OTBETCTBEHHOTIO JIMIia) B TEXHUYECKoe 3aaHye Ha pa3paboTKy
MIPOTPaMMHOTO 06ecrieueHst MOTYT ObITh BKTIOUEHbI TPEOOBaHMSI 110 pa3paboTke 6e30MacHOro IPOrpaMMHOTO
ob6ecrieuennst B coorBetrcTBuy ¢ [OCT P 56939-2024.

51. ITocpemcTBOM IIPOBELEHNST MEePOIIPUITHI 0 obecriedeHn0 GU3MUYECKOii 3aIMTh MHOOPMAIIMOHHBIX CHMCTEM JOJIKHA
OBITb UCKTIOUEHA BO3MOKHOCTb HECAHKIIMOHMPOBAHHOTO (D13MYECKOro JOCTYyTA K MPOrpaMMHO-aIMapaTHbIM CPeICTBAM
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06paboTKY U XpaHeHUsT UHHOPMaLIUA.

®u3nYecKuit JOCTYII K ITPOrpaMMHO-aIapaTHBIM CPeACTBaM MHGOPMALMOHHbBIX CUCTEM, TTpeqHa3HAaYeHHbIM JIJIs1
06paboTKM U XpaHeHUsI MHGOPMAaLNY, TOJIKEH ObITh ITPEIOCTAB/IEH ITOJIb30BATENSIM, KOTOPBIM YKa3aHHbBIN JOCTYII
HeOoOXOAVM JIJISI BBITIOJTHEHMS BO3JIOKEHHBIX Ha HUX 00s13aHHOCTEN (DyHKIIMIT). [[porpaMMHO-arapaTHble CpefcTBa
MHGOPMAIIMOHHBIX CUCTEM, ITpeIHa3HAUEeHHbIE IJIsT XpaHeHUs] MH(OpMaIuy, JO/DKHBI ObITh YCTAHOBJIEHBI B TOMEIIEHUSIX
(30Hax momenieHmnit, mKkadax, Gymispax, KOpIycax), HeCAaHKIMOHUPOBAHHbIN HU3UUECKUI JOCTYIT B KOTOPBIE TOIKEH OBITh
MCKJTIOUEH.

KoHTposs pusndeckoro mocryma K MporpaMMHO-aImapaTHbIM CpeicTBaM 06paboTKY M XpaHeHUsT MHGOPpMaLu
OTPaHMUYEHHOTO JOCTYyTIa U (WJIM) B TIOMeNeHMsI (30HbI ITOMellleHuH, mKadbl, Gy T/ISIpbl, KOPIyca), B KOTOPHIX OHU
YCTAHOBJIEHBI, O/KEH OCYIIECTBIISITHCS B COOTBETCTBUY C BHYTPEHHUMY PENIAMEHTaMMU T10 3aIIuTe MHGOPMAaIV.

CpeMHbIe MallIMHHbIE HOCUTETY MHGbOPMAaIUK, pa3pellieHHbIe )1 UCITOMb30BaHMS B MHPOPMAIIMOHHBIX CUCTEMAX,
MOJIeXKAT yUeTy M KOHTPOJIO UCIIOb30BaHMs. B MHGOPMaIMOHHBIX CHCTeMaXx JO/IKHbBI MICIIONb30BaThCSI CheMHbIe
MalllMHHbIE HOCUTENM MH(MOPMAaLY, BbIIaBaeMble oriepaTopoMm (obnagarenem uHdopmanyn). B cryyae o6HapyskeHUs
T0JIb30BATe/IeM CheMHOT'O MAITMHHOTO HOCUTENS MHbOpMAaIMK, TPUHAAJIEXHOCTh KOTOPOTO WM BIaieblla KOTOPOTO
YCTAHOBUTH HE YOANI0Ch, TAKOH ChbeMHbIN MAIIMHHbIN HOCUTETh MHGOPMAIMY TOKeH ObITh MEepelaH B CTPYKTYPHOE
rofpasenenyne (CrenuamiICcTaM) o 3ammuTe MHGOpMaLuuy sl aHAIM3a CofepKalieiicss Ha HeM MHGOpMaIuu, IPorpaMm U
MIpY HeOOXOOMMOCTH JaabHeIero yauutoxkenus. [lonkiaoueHre 06Hapy>KeHHOTO ChbeMHOTO MallTMHHOTO HOCUTEJISI
uHbopMaIMM K MHOOPMAIIMOHHBIM CHUCTEMAaM 3aIlpeniaeTcs.

52. TTocpeCcTBOM MPOBENEHNSI MEPOTIPUSTHIE TT0 06ECTIEUEHIIO HETTPEPIBHOCTY (QYHKIIMOHMPOBaHMS MH(DOPMAIMOHHBIX
CUCTeM TPV BOSHUKHOBEHUY HEIITATHBIX CUTYalIMii JOKHA GbITh 00ecriedeHa BO3MOKHOCTb BOCCTAHOB/IEHMSI BHITIOTHEHYS
dbyHKUMI (TTpOLIECCOB, BUAOB paboT) MHGOPMAIMOHHBIX CUCTEM, JJISI KOTOPBIX OIepaTopoMm (obagateneM MHOOPMALIIN)
YCTaHOBJIEHbI TPEOGOBAHMS K HEITPEPhIBHOMY PesKUMY (DYHKIIMOHMPOBaHMs (Jajee - 3HauMMble QYHKIIMY), B IpeJeiax
VMHTEPBAJIOB BpeMeHM BOCCTAHOBJIEHNS, YCTAHOBIEHHBIX BHYTPEHHMMM CTAHIAPTAMY U PErIaMeHTaMU 10 3aITe
uHbOpMaIUA.

53. MHTEpBa/ibl BpeMeHM BOCCTAaHOBIEeHNST QYHKUVOHMPOBAHMS MHMDOPMAIMOHHBIX CUCTEM, UX CETMEHTOB, BHITTIOTHSIOIINX
3HAUMMble (QYHKIIVY, yCTAHABIMBAIOTCS OlepaTopoM (o6iamareneM MH(GOpPMaILM) B COOTBETCTBUY C aKTaMM, HA OCHOBAHUY
KOTOPBIX OCYIIECTBSIETCS CO3/IaHMe, IKCIUTyaTanysl MHOOPMALMOHHBIX CUCTEM, MY TPpeOOBaHUSIMY 06agaTeNs
uHpOpMaIMK B 3aBUCUMOCTY OT 3HAUMMOCTY (PYHKIINI 151 06ecrieue sl ero AesiTeIbHOCTY, KJIACCOB 3alUIIIEHHOCTA
MHGOPMAIMOHHBIX CUCTEM, YCTAHABIMBAEMBIX OIIEPaTOpPOM (06JagaTeneM MHGOPMALUM) B COOTBETCTBUY C ITPUIIOKEHUEM
K TpeboBaHMSIM, ¥ JOKHBI COCTABSTD:

I71s1 MTHGOOPMALMOHHBIX CUCTeM 1 Kylacca 3alIUIIeHHOCTH - He 6ojiee 24 4acoB ¢ MOMEHTA OOGHapYKeHMsT HapyIleHUsT
dbyHKUMOHMpPOBaHMS;

I71s1 THGOOPMALMOHHBIX CYCTEM 2 KJIacca 3alIUIIeHHOCTH - He 6osee 7 KaJeHIapHbIX JHEl ¢ MOMeHTa O6HapYyKeHMsI
HapyleHus QyHKIIMOHVMPOBAHMS;

U1t MHMOPMAIMOHHBIX CUCTEM 3 K/lacca 3allMUIIeHHOCTH - He 6ojiee 4 Heflellb C MOMEHTa OOHaPYKeHMsT HapylIeHs
(YHKIIMOHMPOBAHMSI.

54. [IporpaMMHbIe, TPOTrPAMMHO-aIIapaTHbIe CPEICTBA, TTO3BOJSIONINE 06eCIIeYNTD BHIMOTHEHME 3HAUMMBbIX (QYHKIINIA,
JIOJKHBI ObITh pa3BepPHYTHI B OTKA30yCTOMUYMBOM KOHGUTYpalLyi, 06ecreynBaoiieil BOCCTAHOBIeHE BbITIOTHEHNS
3HAUMMBbIX QYHKIIMIi B YCTAHOBJEHHBII OrepaTopoM (obyagarenemM MHGOPMALMKY) BO BHYTPEHHUX CTaHAAPTAX U
periaMeHTax 1o 3anuTe MHGoOpManyy MHTEPBAI BpeMeHM BOCCTaHOBIEHMS.

55. OmepaTtopoM (o6amaTesnieM MHGOPMAIK) JODKHO GbITh 06eCIeYeHo:

Co37aHMe JOCTATOYHOTO KOMMYECTBa pe3epBHBIX KON MPOrpaMMHBIX, TPOTPAMMHO-AMapaTHbIX CPeACTB U UX
KOH(pUrypanmii, o6ecrnednBaroyxX BbIMOTHEHME 3HAUMMBbIX QYHKIVI, HEO6XOAMMBIX JJIs1 BOCCTAHOBJIEHUS BBITIOTHEH S
3HAYMMBbIX QYHKIIMI B YCTAHOBJIEHHBI BO BHYTPEHHUX CTAHAAPTaX M PerylaMeHTax 1o 3aIyTe MHGOPMalluy MHTepBa
BpeMeHM BOCCTAHOBJIEHUS, U TTIepUOINUeCcKOoe TeCTUPOBaHMe TaKMUX CPEeCTB Ha pab0TOCTIOCOOHOCTD;

CO37aHMe IOCTATOYHOTO KOIMYECTBA Pe3epBHBIX KON MHGbOpMAaIMu, HeOOXOAMMOIi IJIsT 06ecTieueHNsT BbITTOTHEHUS
3HAYMMBbIX QYHKIINIA, a TAK)Ke UX XpaHeHMe Ha Pa3sHbIX TUIIax MAIlMHHBIX HOCUTeNel MHpopMaluiu B MecTax,
06ecITeunBalIMX UCKIIOUEHVE HECAHKIIMOHMPOBAHHbIN JOCTYIT K pe3epBHBIM KOMMUIM MH(DOpMaLun.

[TepMOOMYHOCTD PE3EPBHOTO KOMMMPOBAHUS, KOTIMUECTBO, TUITHI HOCUTEJIEl, MecTa XpaHeHMsI pe3epBHbIX KOIMIT U YPOBEHb

KPUTUYHOCTY pe3epBUPYyeMOii MHGOpMAIIMY ONIPEIeISIOTCS BO BHYTPEHHUX CTAHJApTaX M perjiaMeHTax 1o 3alluTe
uHboOpMaIUn.
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Onepatop (o6nagatenb MHGOPMAIMK) JO/KEH TPOBOAUTD MEPUOAMUECKIE, HO HE peXKe OIHOTO pasa B Ba rojia, MpOBEPKH,
B TOM 4uc/ie B popMe TPEeHMPOBOK, BOSMOKHOCTM BOCCTAHOBJIEHNS BBITIOTHEHUSI 3HAUMMBIX (PYHKIMIA C MCIIOTb30BaHMEM
pe3epBHBIX KONt IPOrpaMMHBIX, TIPOTPaMMHO-aIIapaTHBIX CPeICTB U MHPOpMAIMK, HEOOXOAMMOTA [IJIS1 X BBITIOMHEHNS,
C MMpUBJIEUEHEM PaOOTHMKOB, 3aI€/ICTBOBAHHbIX B IPOBEIEHUM PAbOT [0 BOCCTAHOBJIEHUIO (PYHKIIMOHUPOBAHUS
MHGOPMAIMOHHBIX CUCTEM.

B cryuae nmpoBemeHMsI MEPOTIPUSITHN 10 BOCCTAHOBIEHUIO (PYHKIIMOHMPOBAHMS MHGOPMALIMOHHBIX CUCTEM, X CETMEHTOB,
BBITIOJTHSIIOIIMX 3HAYMMBbIe QYHKIUH, C IPEBBINIEHMEM MHTEPBAJIOB BPEMEHM MX BOCCTAHOBJIEHMS TO/DKHA 06eCIeunBaThCs
BO3MOXKHOCTbD BBITIOJTHEHMSI T10/Ib30BaTeSIMUY 3HAUMMBIX (QYHKIIMIA, B TOM UKC/Ie B HeaBTOMAaTU3MPOBAHHOM peskuMe, B
COOTBETCTBUM C BHYTPEHHMMMU peryiaMeHTaMMU 10 3auiuTe MHGOpMaIun.

56. MepOHpI/IHTI/IH I10 TTOBBIIEHMIO YPOBHS 3HAHUI U ]/[H(l)OpMI/[pOBaHHOCTI/I noab30BaTenen ]/[HC])OpMaHI/IOHHbIX CUCTEM II0
BOIIpOCaM 3alIUThI I/IHd)OpMaLU/H/I JOOJIDKHBI BK/TIOYATh:

a) OBeJeHMe [0 Moab30BaTeneil MHGOpMAaIMOHHbIX MaTepUasoB, B TOM uKcie B GopMe MaMsaToK, 6aHHepOB, OYKIIETOB, TI0
aKTyaJIbHBIM BOIIPOCAM 3aIIUThI MHOOpMAINX;

6) TIpOBeIeHMe JeKIUiT, CEMMHAPOB, 06YUaOIMX UTP TI0 BOTIPOCAM 3alUThl MHGOPMALIN;

B) IIpoBedeHMe MMUTALMOHHBIX PACCBIJIOK 3JIEKTPOHHBLIX ITMCEeM Ha CJ'[y>K€6HbIe azgpeca BHEKTpOHHOVI ITOYTbI, MHbIE
CJIy)KE6HbIe cpencTtBa KOMMYHI/IKaL[I/Iﬁ C IeJIbI0O OII€HKU YCTOVI‘IMBOCTM TOJIb30BaTe/ieli K MeTOaM COLMaIbHOM VHXXEHepUun;

r) MpOBeJeHMe TPEHMPOBOK C IIOIb30BATESIMM IO TPAKTUYECKOM OTPAbOTKE MEPOIIPUSITHI I10 3aIIKUTe MHGOPMAaLNH,
[IpeyCMOTPEHHBIX BHYTPEHHMMM perylaMeHTaMM Mo 3auuTe uHbopMalun, 1 GopMMUPOBAHMIO HABBIKOB I10 3aIlMATe
nHbOpMaIUn.

57. IIpMeHsieMble orepaTopoM (o6amaTeneM MHOOPMAIMI) CIIOCOODI TOBBILIIEHNS YPOBHS 3HaHMIT TTOTb30BaTENEN TI0
BOIIPOCaM 3alUThl MHPOPMAIMK, TIEPUOANIHOCTD ¥ (DOPMBI OII€HKM YPOBHS 3HaHUI JO/IKHBI ONPENeNsIThCS BO BHYTPEHHUX
peraMeHTax 1o 3amure nHopmanyy. OLieHKa YPOBHSI 3HAHMI TOKHA ITPOBOAUTHLCS HE PEXXe OIHOTO pasa B TPU rofa Ui
10C/Ie KOMITBIOTEPHOTO MHIMIEHTA, IIPOM30IIIeIero y ornepatopa (o61amarens nudopmaiimm). [Ij1s moib3oBareeit, y
KOTOPBIX OTCYTCTBYIOT 3HAHMS TI0 BOIIPOCAM 3al[UThI MHGOPMALVN, JODKHO GbITh OPTaHM30BaHO MTOBTOPHOE IPOXOXKIEHUE
06yyaromyx KypcoB 0 BOITPOCAM 3alIUThl MHPOpMaILVN.

58. TTocpencTBOM MPOBENEHMSI MEPOTIPUSTHIL IO 3aIUTe MHPOPMAIMK ITPU B3aMMOJIEiCTBUY onepaTopa (06magaresns
uHbOpMAaIMK) C HOAPSIAHBIMU OPTaHU3AIUSIMU TOJDKHA OBITh MCK/TIOUEHA BO3MOKHOCTb HECAHKIIMOHMPOBAHHOTO AOCTYIIA
WY BO3ZeiCTBMIA HAa MH(DOPMaLMOHHBIE CUCTEMBI U COMlep>Kalylocsl B HMX MHMOpMaLNIO Yepe3 B3auMOeliCTBYOIIeE C
MHGOPMAIMOHHBIMM CUCTEMAaMM ITPOTrPAaMMHO-AIIapaTHbIe CPeICTBA IMOAPSAHBIX OPTaHM3aLMIl MIM KaHAJIbI Tlepenaumn
JIaHHBIX U MHTePdEChI, MCTIOIb3YeEMbIE JJISI JOCTYIIA MOAPSIHBIX OpraHM3aIuii K MHGOPMAaIMOHHBIM CUCTEMAM.

OmnepaTopom (o6amarenem MHGOPMAIMIU) B OTHOLIEHUY ITOAPSIAHO OPTaHU3aIUA TO/DKHBI ObITh YCTAHOBIEHbI
TpebOBaHMS IO 06eCTIeYeHNIO 3aIUTH MH(GOPMAIUM, K KOTOPOJi TTOTyYeH TOCTYTI.

He momyckaeTcst KonmypoBaHye MOAPSIHBIMM OPTaHU3auMsIMyY MH(POpMaIyi, K KOTOPO¥ MM IPeJoCTaB/IeH AOCTY, eC/IN
TaKoe KOIMMPOBaHMe He ITPeyCMOTPEHO B IOKYMEHTAaxX orepartopa (obmagaTenst MHGopMalun), Ha OCHOBAaHUY KOTOPbBIX
MOZIPSITHBIM OpraHM3aIMSIM ITPelOCTaBIeH AOCTYII K MH(POPMalMOHHBIM CHUCTEMAM.

B MHpOpManMOHHBIX CUCTEMAX, OTAEIbHBIX TPOrPAMMHO-AIIapPaTHBIX CPEICTBAX MOAPSIHBIX OPraHM3aIMii, B KOTOPbIX
OCYILEeCTBJISIIOTCSI 06paboTKa U XpaHeHye IMOTyUYeHHO B pe3y/bTaTe MpeJoCcTaBlIeHHOTro 10CTyna MHGOPMaLUK, TOJKHBI
OBITb IPUHSITHI MEPHI TI0 3a1uTe MHpopmMalyu. CocTaB MHOOPMALIY, 1IN €€ 3aIIMUTHI Y KJIaCChl 3alUIIEHHOCTH, B
COOTBETCTBUM C KOTOPBIMM MTOAPSTHBIMM OPTaHM3aALUMSIMM JO/KHBI OBITh IIPUHSITBI MEPHI 110 3aIIKUTe MHGOPMAIUK BO
B3aMMOJIe/CTBYIOIIMX MHPOPMAIIMOHHBIX CUCTEMAX, YCTAHABIMBAIOTCS ollepaTopoM (obnagatenem uHbopmMauumn) Ha
ocHoBaHMM Tpe6OBaHM1 BO BHYTPEHHMX CTAHJAPTaX M perjiaMeHTax 1o 3aluTe MHGopMaIyn.

PaszpaboTka (pa3BuTue) 1 (MI1) TECTUPOBaHME IIPOTPAMMHOTO 06ecriede s MOAPSTHBIMY OPraHM3alUsIMU
HENOCPeNCTBEHHO B 9KCIUTyaTHPyeMbIX MH(GOPMAIIMOHHBIX CYCTeMAaX oreparopa (obmagarens nHGopMalumn) He
JIoryckaercs. st mpoBeieHust paboT 1o pa3paboTke (Pa3sBUTHUIO) U (MIU) TECTUPOBAHUIO TPOTPAMMHOTO 06ecreyeHns
paboTHMKAM TOAPSIAHBIX OPraHu3alnii JOJIKeH ObITh TTPEeIOCTaB/IeH JOCTYII K BbIIeIeHHBIM [IJIsT IIPOBEIeHMsI TAKMUX PaboT
cTeHzaM pa3paboTKy U (WIIM) TECTUPOBAHMS, KOTOPbIE TOJIKHBI ObITH M30JMPOBAHBI OT SKCILTYaTUPYEMBbIX
MH(POPMaIMOHHBIX CUCTEM orepatopa (ob6nagaresnst nvHbopmanyu). KOHTposb AocTyIa MOAPsITHbIX OpraHu3aIuii K CTeHIamM
pa3paboTKy (pasBUTHS) U (MIU) TECTUPOBAHUS MTOJKEH OCYIIECTBISITHCS B COOTBETCTBMM C BHYTPEHHMMM perjiaMeHTaMM 1o
3ammuTe MHGOPMAaIUA.

59. IMocpencTBOM MPOBEIEHMS MEPOIIPUSITUIL TT0 OPTaHU3AIMY Y POBENEHMIO 3aIIUThI OT KOMITBIOTEPHBIX aTak,
HampaBJIeHHbIX Ha OTKAa3 B 06CTYKMBAaHNMY, TOJIKHA OGbITh MCKIIOUEHA BO3MOXHOCTh 6JIOKMPOBAaHMSI aBTOPU30BAHHBIM
TI0/Tb30BATEJSIM AOCTYTIA K MHGOPMAIIMOHHBIM CCTEMaM U (MJTM) COMepsKallleiicss B HuxX MHMopMaIuiu BClaeqCcTBIUe
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HECaHKIMOHMPOBAHHbBIX BO3MIECTBIIT Ha MHTEPQEIChI, TOPTHI, CEPBUCHI, K KOTOPHIM JTOIKEH ObITh 06€CTIeUeH TOCTOSTHHBI
mocTyn u3 cetu "IHTepHeT'.

Omneparopom (o6amareneM MHGOPMALMK) SOJDKHO GBITH 06ecIieueHO B3aMMO/EeCTBIE C TOCYJapCTBEHHO CHCTEMOI
OOHapY>KeHMsI, IPeayIIPeKAeHNUS Y IMKBUIALMY [TOCTIeICTBIIT KOMITbIOTEPHBIX aTaK Ha MH(OPMAaIMOHHbIE PeCypPChI
Poccuiickoit @epepaiinmu, a Takoke B3aMOJeiCTBMe B aBTOMaTV3MPOBaHHOM pexxuMme ¢ LleHTpoM MOHUTOpPUHTA U
YIPaBJIE€HUS CEThIO CBS3M OOIIETO MOIb30BaHMs <19>.

<19> ITyskT 5 IMonoskeHust 0 LieHTpe MOHUTOPMHTA M YIIPABJIEHMSI CEThIO CBSI3M OOIIEr0 MOIb30BaHMS, YTBEPKIEHHOTO
npukaszoMm PockoMHazgzopa ot 31 uions 2019 . N 225 (3apeructpupoBad MuHioctoM Poccum 22 Hos16pst 2019 1,
peructpanuonHsiit N 56583), c usmeHeHMsSIMM, BHECEHHBIMY MTPUKa3om PockomHa3opa ot 24 arnpens 2024 1. N 73
(3apeructpupoBad MuHwoctoM Poccun 6 utonst 2024 r., peructpaioHHbii N 78486).

Meponpustusi, npefyCMOTPEeHHbIe HACTOSIIIUM ITyHKTOM, JO/DKHBI OCYILECTBIISTHCS C IPUBIeYEeHMEM MTPOBaiiepOB
XOCTUHTA WJIM OpraHu3aLyii, IpefoCTaB/SIOIIMX YCIYTU CBSI3U, MU OPraHK3aLuii, OKa3bIBaIOIIMUX YCIYTY TI0 KOHTPOJIIO,
dbuabTpanMu ¥ 6I0KMPOBAHUIO CETEBBIX 3aIIPOCOB, 00/IAIAIONINX MPU3HAKAMY KOMITBIOTEPHBIX aTakK, HAPaBAeHHbIX Ha
0TKa3 B 006CTyskMBaHMM. [IporpaMMHO-aIapaTHbIe CPeNCTBA, MCIIOAb3YEMBbIE JJIsT KOHTPOJIS, QUIbTPALIUY U OJIOKMPOBAHYS
CeTeBbIX 3aIPOCOB, 06/IaAAIOIIMX ITPM3HAKAMM aTakK, HAllpaBJeHHbBIX HA OTKA3 B 0OCTY>KMBAHMMU, JOKHbI ObITH
pacrionoxkeHsl Ha Tepputopun Poccuiickoin @enepaunn.

O6ecrieueHne JOCTYITHOCTY U3 ceTu "VIHTepHeT" uHTepdeiicoB ¥ cepBUCOB MHAOOPMAIIMOHHBIX CUCTEM, MTOIEXKAIINX
3aIlMTe OT KOMITbIOTEPHBIX aTaK, HAalIPaBJIEHHbIX Ha OTKa3 B 00CTY;KMBAHUY, JOIKHO OCYIIECTBISITHCS B COOTBETCTBUM C
BHYTPEHHMMM perjiaMeHTaMM 110 3aIyTe MHGOPMaIMM IO COIJIACOBAHUIO CO CTPYKTYPHBIM MOApasaeleHueM
(crienyanucTaMm) Mo 3amyTe nHGOPMAaIUK Mocse MIPUHSITHS Mep IO KOHTPOJTO U GUIbTPaIMM UCXOOSIIETO U BXOASIIIETO
ceTeBOTO TpaduKa B COOTBETCTBUM C ITIEPEUHEM PecypcoB ceTy "VIHTepHeT", C KOTOPhIMIM MOXKET B3aMMOZE/CTBOBATD
MHGOPMAIMOHHAS CUCTEMA, BKITFOUAIOIIVIM VICXOASIIVIA Y BXOZSIIINIA CETeBbIE TTIOTOKY, MX XapaKTEPUCTUKY U UCTIOIb3yeMbIe
IIPOTOKOJIBI.

60. TTocpeacTBOM MPOBEAEHMS MEPOIIPUSTHI 10 0OeCIIeUueHNI0 3aUThI MH(MOPMAaLY TTPU UCITONb30BAHUM IS
dbyHKUMOHMPOBaHNS MHOOPMALIMOHHBIX CUCTEM MCKYCCTBEHHOTO MHTesIekTa <20> no/mKHa 6bITh 06ecrieueHa BO3MOXKHOCTb
MUCKITIOUEeHMS HECAHKI[MOHVPOBAHHOTO AOCTYTA K MHGOPMAaLIU MM BO3AeCTBIS Ha MHGOPMAIIMOHHbBIE CHCTEMBI,
HECAHKI[MOHMPOBAHHOTO PACIIPOCTPaHeHNsT M MoauduKanyy nHbOopMaIun, a TaKKe UCIT0Mb30BaHMs MHGOPMAIMOHHbIX

CUCTEeM He 110 X Ha3HAUeHUIO 3a CUeT BO3/eiicTBMS Ha Hab0pbl JaHHBIX <21>, MpUMeHseMble MOZAEIN UCKYCCTBEHHOTO
MHTEJUIeKTa <22> U UX MapaMeTphbl <23>, MPOIECChl ¥ CEPBUCHI TT0 06pabOTKe TaHHBIX U MTOUCKY PelIeHMit <24>,

<20> ITopmyHKT "a" myHKTa 5 HalloHa/lIbHOI CTpaTerny pasBUTHUS MCKYCCTBEHHOI'O MHTE/IIEKTA.

<21>IlopmyHkT "n" myHkTa 5 HarmoHambHOI cTpaTernu pa3BUTHS ICKYCCTBEHHOTO MHTEJUIEKTA.

<22> IToamyHKT "p" myHKTa 5 HaMoHaabHOI cTpaTermu pa3BUTUS UCKYCCTBEHHOTO MHTEJUIEKTA.

<23> [ToamyHKT "T" MyHKTa 5 HallMoOHa/IbHO CTpaTerny pa3sBUTUS MCKYCCTBEHHOI'O MHTE/IIEKTA.

<24> TTopmyHkT "a" myHKTa 5 HallmoHabHOV CTpaTerum pa3BUTUS MCKYCCTBEHHOTO MHTEIJIEKTA.

He pormyckaeTcs mepefava auiLy, pa3paboTaBiiemMy MOZe/lb MCKYCCTBEHHOTO MHTeIeKTa, MHGOopMaIy OTpaHNYeHHOTO
JIOCTYTIA, COepsKaIeiicss B MH(MOPMaIMOHHBIX CCTEMAX, B TOM YMC/Ie [IJIs YAyJIIeHUs (PyHKIIMOHVPOBAHNST MO/

JMICKYCCTBEHHOTI'O MHTEeJ/IJIEKTAa.

61. TIpu B3aMMOJIEiCTBUY MOTb30BATEJIEN B IIEJISIX BHITOJIHEHMSI UMM CBOMX 00S13aHHOCTE ((DYHKIMIT) C cepBUCcaMM Ha
OCHOBE MCKYCCTBEHHOTO MHTEJIJIEKTa IIOCPeICTBOM HaIlpaBJIeHMs 3aIIpoca U IOJTyUYeHMST OTBeTa JO/DKHbBI ObITh:

a) TIpY B3aMMOJECTBUM B opMaTe CTPOro 3aJaHHbIX MIA6IOHOB 3aIIPOCOB U OTBETOB:

orpeesieHbl 11abJIOHbI 3aIIPOCOB T10Ib30BaTeIelt, HallpaB/IsieMbIX B MICKYCCTBEHHBI MHTEJIIEKT, M 06ecriedeH KOHTPOJb
COOTBETCTBMS 3aITPOCOB YCTAHOBJAEHHBIM I1a6/IOHAM;

oTmpezeNieHbl MabI0HbI OTBETOB MICKYCCTBEHHOTO MHTEJIEKTA Y 06ecrieueH KOHTPOIb COOTBETCTBUSI OTBETOB
YCTAaHOBJIEHHBIM OIlepaTopoM (obnagaTeneM MHboOpManyy) mabioHam;

6) TIpY B3aMMOJEICTBUY B (hopmaTe CBOGOIHOI TEKCTOBOI (DOPMBI 3aITPOCOB ¥ OTBETOB:

OoIrpene/eHbl 4Jisi HallIpaBJ/IsIi€eMbIX B I/[CKYCCTBEHHbIﬁ MHTEeJJIEKT 3aIIPpOCOB MoJib30BaTesien JOIIyCTMMbIE€ TEMATUKN N
obecrieueH KOHTPOJIb COOTBETCTBMS 3aIIPOCOB JOIMYCTUMBIM TEMATUKAM
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ompeneneHbl GOpMaThl OTBETOB MCKYCCTBEHHOTO MHTE/IEKTA B COOTBETCTBUM C JOTYCTUMBIMM TEMATHMKaMM U 0OecrieueH
KOHTPOJIb COOTBETCTBYMSI OTBETOB YCTAHOBJIEHHBIM OTIEpaTOpOM (06mamareneM uHGopmanymu) hopmaram 1 JOITyCTUMbIM
TeMaTuKaMm;

B) paspa60TaHbI CTaTUCTMUYECKME KPUTEPUU IOJIS1 BBISABJIEHUS HEAOCTOBEPHDBIX OTBETOB MCKYCCTBEHHOI'O MHTEJIJIEKTAa OJIsd
nociaenymmiero c6opa M aHa/IM3a HeJOCTOBEPHBIX OTBETOB;

r) obecrieueHo pearnMpoBaHie Ha HeJOCTOBEPHbIE OTBETHI MCKYCCTBEHHOTO MHTEJIIEKTA [TOCPEICTBOM OTpaHMUeHMs 06/1aCTu
TIPUHMMAEMBbIX peIleHuit U (MIn) peanusanum GyHKIMiT MHGOPMAaIVOHHOM CUCTEMbI Ha OCHOBE HEZOCTOBEPHBIX OTBETOB
MCKYCCTBEHHOTO MHTEJIJIEKTA.

[Tpu ucIoab30BaHUM B MHGOPMALIMOHHBIX CUCTEMAaX MCKYCCTBEHHOTO MHTEIIEKTA MY CEPBUCOB Ha OCHOBE MCKYCCTBEHHOTO
MHTEJUIEKTA TOJDKHO GbITh MCKITIOUEHO HEPerIaMeHTHPOBAHHOE BIMSIHYE MCKYCCTBEHHOTO MHTE/JIEKTA Ha TTapaMeTphbl

MoOIe/iM UCKYCCTBEHHOI'O MHTE/VIEKTA M Ha (bYHKLU/IOHI/IpOBaHI/Ie I/IH(I)OpMa]_U/IOHHbIX CuUcCTeM.

HEHOCpe,ZLCTBEHHO B COCTaB I/IHCI)OI)M&].U/IOHHI)IX CUCTEeM OOJ/IKHbBI BK/IIOYATbHCSI JOBEPEHHbIE TEXHOJIOTMN MCKYCCTBEHHOTO
MHTEJIEKTa <25> MJIM X KOMIIOHEHTHI.

<25> TTopmyHKT "11" MyHKTa 5 HallMoHaMbHOI CTpaTernym pa3sBUTUSI MUCKYCCTBEHHOT'O MHTEIJIEKTA.

62. MepompusTys 1o peann3auny B MHGOPMAIMOHHBIX CUCTEMAX MeP IT0 UX 3alIUTE U COAepsKaIleiicss B HMX MHGOpMaIun
JIOJIKHBI BKJTIOYATh:

1) peanu3anuio 6a30BbIX Mep 3alIUThI MHPOPMAIIMOHHBIX CUCTEM U COMlepsKalIelicss B HUX MHMOPMAaLM COOTBETCTBYIOIIMX
KJIaCCOB 3all[MIIIeHHOCTH, YCTAHABIMBAEMbIX OTlepaTopoMm (obiagareneM MHOOpMaLN);

2) amanTanyio 6a30BBIX Mep 3aIUThI MHGOOPMAIVIOHHBIX CUCTEM U COLEPsKAIEeiicsl B HUX MHGOPMAanyy MPUMEHUTENIbHO K
apxXuUTeKType MHGOPMAIMOHHBIX CUCTEM, ITPUMEHSIEMbIM MH(DOPMALVIOHHBIM TEXHOIOTUSIM, 0COOEHHOCTSIM
dbyHrUMOHMPOBaHMS MHOOPMALIMOHHBIX CUCTEM;

3) BepudUKaLMIO aganTUPOBaHHBIX 6a30BbIX Mep 3alIUThl MHGOPMAIMOHHBIX CUCTEM U COMlepyKaleiics B HUX
mHbOpMAaIMK B COOTBETCTBUY C aKTyaJbHBIMM YTPO3aMM U BO3MOKHOCTSIMY HApYyLIUTENe, X JOTOTHeH e U (UITN)

ycueHue.

63. B MHGOpPMAaIIMOHHBIX CCTeMaX JO/DKHBI 6bITh pean30BaHbl caeayole 6a30Bbie Mepbl 3alMThl MHGOPMAIMOHHbIX
CUCTEM U COIEPIKAIIEICS B HMX MHDOpMAaILUN:

a) UAeHTUUKAIMS U ayTeHTU)UKAIS;
6) YIIpaBJIeHMeE IOCTYIIOM;
B) Peructpauus co6pITnii 6e30MacHOCTH;

r) 3aliuTa BUPTyAJIN3alINN U 00JIaYHbIX BBIUMCIIEHMIA <26>;

<26> [MopnyHKT "u" myHKTa 4 CTpaTeruu pa3sutusi vHGOpMalOHHOro obilecTBa B Poccuiickoit ®epeparum Ha 2017 - 2030
rofipl, yrBepkaeHHo Yka3om IIpe3suaenTta Poccuiickoi @enepauym ot 9 mast 2017 r. N 203.

m 3alMTa TEXHOJIOTMII KOHTeMHEePHBIX Cpel, U UX OpKecTpaLum <27>;

<27> Ilyakr 3.10 HaumoHanpHOTO craHgapra Poccuiickoit ®enmepariuy 'OCT P 70860-2023 "VIHpopmaloHHbIE TEXHOIOTN.
O6naunbie BeruuciaeHus. O01IMe TeXHOJIOTUM M METOIbl", YTBEPKIEHHOIO M BBEIEHHOI'O B IeJiCTBME PUKA30M
Toccranpmapra ot 28 aBrycra 2023 1. N 700-ct (M., ®IBY "UHCTUTYT cTaHmapTusanumn’, 2023).

) 3allTa CEPBUCOB IEKTPOHHOI IIOUTHI;
x) 3allTa BeO-TeXHOJIOTMIA;
3) 3all[ATa MIPOrpaMMHbBIX MHTep(eiicoB B3auMOIeiiCTBUS IPUIOKEHMIT;

u) 3alIUTa KOHEUHbBIX YCTPOMCTB;
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K) 3alUTa MOOMIIBHBIX YCTPOVICTB;

7) 3alMUTa TEXHOJOTMI MHTEePHEeTA Bellein <28>;

<28> [MopnyHKT "B" myHKTa 4 CTpaTernu passutusi uHGopmMalunoHHOro obilectsa B Poccuiickoit @epeparum Ha 2017 - 2030
rofibl, yTBepKIeHHo Yka3oMm IIpe3suaenTta Poccuiickoit @enepauyu ot 9 mast 2017 r. N 203.

M) 3aIIUTa TOUEK 6eCIPOBOIHOTO AOCTYTIA;

H) AHTUBUPYCHAs 3alIUTa;

0) OOHapyskKeHMe U MMpeJoTBpallleHl e BTOPKEHUI Ha CETEBOM YPOBHE;

m) CerMeHTalus U MeXceTeBoe SKpaHUPOBaHUE;

p) 3alIMTa OT KOMIIBIOTEPHBIX aTaK, HAIIPaBJEHHbBIX HA OTKA3 B OOCTY>XMBAHUN,
¢) 3alMTa KaHAJIOB Nlepefaun JaHHBIX U CETEBOTO B3aMMO/IeiiCTBUSI.

64. Peanmusanys mep 110 3amiute MHOOPMALIMOHHBIX CUCTEM U CcofepsKalleiics B HuX nHbopMaluu, rofjieskalie
peanusalui, Jo/KHA 06eCIeurBaTh 3alATy OT HapyIIuUTe el co CIeAYIOIIMMM YPOBHSIMM BO3MOXKHOCTE:

B MHGOPMAaIMOHHBIX CMCTEMAaX 3 Kiacca 3allMIeHHOCTY - OT HapyInuTesel ¢ 6a30BbIM YPOBHEM BO3MOKHOCTEI;
B MH(MOPMAIIMOHHBIX CMCTEMAX 2 KJIacca 3aIlUIIEeHHOCTY - OT HapYyILIMTEJIEel ¢ MOBBIIIEHHBIM YPOBHEM BO3MOKHOCTEI;
B MHGOPMAIIVIOHHBIX CMCTeMax 1 Kacca 3alIMIIEHHOCTY - OT HapyIIUTes el ¢ BHICOKMM YPOBHEM BO3MOYKHOCTEIA.

OrmnepaTopom (o6amatenem MHDOPMAIMIM) MOKET GbITh IIPUHSITO PellieH)e O IPUMEHEHM Mep 3allUThl MHGOOPMAIOHHbBIX
CHUCTeM U cofepskalieiicss B HuX MHGopMaLuu OT HapyIIuTesneii ¢ 6osee BHICOKMM YPOBHEM BO3MOYKHOCTEIA.

65. C 11e71b10 MIOATBEPXKAECHNSA JOCTATOUYHOCTM IIPUHATHIX MeP 3alliMThl I/IH(bOpMaLU/IOHHbIX cucrem u COﬂer(HMEﬁCﬂ B HUX

mnHbopMaIMu 10 Hauaia 06paboTKM U (Man) XpaHeHus1 MHGOpMAaIMK B TOCYIapCTBEHHBIX MH(DOPMAaIMOHHBIX CUCTEMAX
JIOJDKHA OBITh ITPOBEIeHA MX aTTecTalus <29> Ha cooTBeTcTBME Tpe6GoBaHMSIM B COOTBETCTBUY C [TOPSIIKOM OpPTaHU3auu U
MpoBeieHNs paboT I0 aTTecTaluy 00beKTOB MH(POPMATHU3AIMM HA COOTBETCTBYE TPEOOBAHMSIM O 3aIyuTe MHGOPMAIUN
OrpaHMYEHHOrO OCTYIIa, He COCTABJISIOLIEN rOCyIapCTBEHHYIO TaliHy, yTBepKAeHHbIM npukazom @CTIK Poccun ot 29
anpesnst 2021 . N 77 <30>.

<29> ITognyHkT 13(3) myHkTa 8 ITonoxkenust o ®CTIK Poccun.
<30> 3aperucrpupoBad Munwocrtom Poccunm 10 aBrycra 2021 r., pernctpauinoHHblii N 64589.

Pemenue o HeO6XO,[U/IMOCTI/[ aTTeCTaluuM MHBIX I/IHCbOpMa]_U/[OHHbIX CUCTEM IOCydapCTBE€HHBIX OPraHOB, TOCYydaPCTBEHHBIX
YHUTAPHBIX TPEIIIPUSITHUI, TOCYIapCTBEHHBIX YUPEKIEHUI TPUHMMAETCS] PyKOBOAUTEIEM olepaTopa (061amaTess
mH(opMaIym), OTBETCTBEHHBIM JIUI[OM.

66. MepOIpusITHSI IO KOHTPOJIIO YPOBHSI 3aIUIEHHOCTY MHGOPMAIMK, CoepsKanleiicss B MHGOPMAIMOHHbBIX CUCTEMAX,

JOJI>KHbI obecrieurBaTh BKIIOUYEHME IMpoBeaeHms OLl€HKN BO3MOXHOCTE HapyluieHus 6e30macHOCTY I/IH(bOpMaL[I/II/I n (I/IJ'II/I)
HapyHmieHus ¢)YHKLU/[OHI/[pOBaHI/IH ]/[H('l)OpMaHI/IOHHbIX CMCTEM BHEIIHMMU M BHYTPEHHMMM HAPYIIUTEISIMU.

KOHTpO.TIb YPOBHSA 3alIMIIIEHHOCTU I/IH(l)OpMaL[I/II/I JOJIKEH ITPOBOAUTLCA B COOTBETCTBMM C BHYTPEHHMMMU periiaMeHTaMM I10
3almuTe I/IH('I)OpMaLU/II/[ OOHMM MJIM COBOKYITHOCTBIO C/IEAYIOIMINX METOOOB:

a) aBTOMAaTU3MPOBAHHOE U (MJIM) PYYHOE BbISIBJIEHME YSI3BUMOCTE MHGOPMAIIMOHHBIX CUCTEM C TTOCIeAYIOINIel S3KCIIepTHOM
OIIEHKO¥ BO3MOKHOCTM UX UCITOIb30BaHMsI HAPYIIUTENEM JIJIs1 HapyIIeHus 6e30macHOCTY MHGOpMAaLyy U (M) HapyIleHUs

dbyHKUMOHMPOBaHNS MHOOPMALIMOHHBIX CUCTEM;

6) BbISIBJIEHME HECAHKIVMOHMPOBAHHBIX MOAKIIOUYEeHU YCTpOﬁCTB K I/[HCl)OpMaLU/IOHHbIM cucremMam,
B) TeCTMpPOBaHIE I/IH(bOpMaLII/IOHHbIX CUCTEM ITyTEM MOIEJIMPOBAHNSA peain3aliy aKTyaJIbHBIX YI'PO3 C 11€JIbI0 OLIEHKU

BO3MOXHOCTEN HECaHKIMOHMPOBAHHOI'O JOCTYIIa K HUM (BO3,HeI7ICTBI/II7[ Ha HI/IX) WJIV TIOBBIIIEHU S l'IpI/IBI/IJ'IeI‘I/[ﬁ npmn
peann30BaHHBIX MEPOIPUSATUAX U Mepax I10 3aluTe I/IH('l')OpMa]_U/IOHH]JIX cucrem n CO,ELEp)KB.H.[Ef;ICH B HUX I/IHC])OpMaLU/II/I;
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r) MPOBeJeHMEe B COOTBETCTBUY C IUIAHOM TPEHUPOBOK MO OTpaboTKe paboTHMKaMM oriepaTopa (obmamarenst nHGopMaym)
JIeVCTBUI IO 0OeCreueHNI0 YPOBHS 3aIIMIEHHOCTY MHGOPMAaINy, comepskaieiics B MHOOPMALVIOHHBIX CUCTEMAX, B
YCIOBUSIX peau3alyy aKTyaJIbHbIX YTPO3.

67. KOHTpOJIb YPOBHS 3aLIUIIEHHOCTH MHGOPMALIY SOKEH ITPOBOIMUTLCS He peske OGHOTO pas3a B TPU rofa WU I1OCTIe
KOMITbIOTEPHOTO MHIIM/IEHTA, TPOU3OIIE/IIero y oreparopa (obnagaTess MHbopMamu). MeTombl KOHTPOJIS YPOBHS
3aIUITEHHOCTY MHGOPMAIUY 1 TIEPUOANYHOCTD €I0 MPOBEIEeHMSI OTIPEIEIISIOTCS 0TIepaTopoM (obamaTeneM MHGOPMAIINN)
BO BHYTPEHHEM perjaMeHTe.

ITo pe3yibpTaTaM MPOBeEHUST KOHTPOJIS YPOBHS 3alIUIEHHOCTY MHGOpMaLuy pa3pabaTbIiBAeTCsS OTUET, KOTOPBIN
TTOATIMCHIBAETCS JTUIAMY, TTPOBOAVBIIMMM KOHTPOJIb. OTUET MO/KEH ObITh MPEACTABIEH B TeUeHE 3 paboumX THE C JaThl
3aBepllleHNs] KOHTPOJIS YPOBHSI 3alIUIIeHHOCTM MH(OopManyy pyKOBOAUTENIO orepaTtopa (obiagarenst vHGopMauum),
OTBETCTBEHHOMY JINITY JJISl IPUHSITUS TIPU HEO6XOAMMOCTHM pPellleHNsT pYKOBOAUTEIS orepaTopa (obamaTesis MHGopMaImn)
0 BBIZIEIEHUY PECYPCOB C 11e/TbIO0 MTOBBIIIEHNST YPOBHS 3aIIUIIEHHOCTY MHGOpMaIyu. OTUeT HAMPaBJISIETCS OIIePaTOPOM
(obnmamatenem nHpopmanymn) B ®CTIK Poccun B TeueHue 5 pabounx mHeEN ¢ aThl 3aBePIIEHMS] KOHTPOJIS YPOBHS
3aUIMIIEHHOCTY MHGOPMAIMHU B LIeJITX MOHUTOPUHTA TEKYIIETO COCTOSIHMS TEXHMYECKOI 3alUThl MHPOPMaLIN.

68. MepomnpusITUs ¥ MepbI I10 3aIuTe MH(POpMaLyu, MpeTycMoTpeHHbIe Tpe6oBaHUSIMM, JO/DKHBI PeaIn30BbIBATHCS
orepaTopoM (o6saaTesieM MHGOPMAIMNM) C UCIIONb30BaHKEM MeToauueckmx fokymeHToB ®CTIK Poccun.

69. TIpu OTCYTCTBUM BO3MOXKHOCTY peanu3aluy OTAeNbHBIX MePONPUATUIL U (WITM) IPUHSITUS Mep 110 3amuTe uHbopMann
B COOTBETCTBUM ¢ TpeboBaHUSIMY OTIepaTOpoM (0bamaTeneM MHGOPMAIMK) AOIKHBI ObITh pa3paboTaHbl Y BHEIPEHBI
KOMIIEHCUPYIOIIME Mepbl, TO3BOJISIIONINE 06eCITeunThb GIOKMPOBaHNE (HEMTPAIM3aIMio) aKTyaIbHBIX YIpo3. [Ipyu aTom
onepaTopoM (obramaTeneM MHGOPMAIMK) DODKHO 66ITh 060CHOBAHO IIpMMeHeHe KOMITIEHCUPYIOLIMX Mep Ha 3Tarie
cosmanus MHOOPMAIMOHHBIX CUCTEM, a IIPU aTTecTaluy MHOOPMAIMOHHBIX CUCTEM - TTOATBEpXKAeHa X 3(PGheKTUBHOCTD
JLIS1 GIIOKMPOBAHMS (HEMTPaIM3alnuy) aKTyaabHbIX YTPO3.

70. TexHMUUYecKMe Mepsl 0 3aIuUTe MH(POPMALMY TO/KHBI TPMHMMATHCS Ha allllapaTHOM, CMUCTEMHOM, ITPUK/IaJHOM
YPOBHSIX, a TaKKe B MHOOPMALMOHHO-TeJIEKOMMYHMKALMOHHOI MHPPaCcTPyKType pu ee Haauuuy. Ha anmapaTHoM u
CUCTEMHOM YPOBHSIX 3aIiuTa MHbOpMaIUK JOMKHA 00eCceunBaThCS IOCPEICTBOM MTPMMeHeHMsI BCTPOEHHBIX B alrnapaTHoe
obecrieyeHne ¥ CUCTEMHOE MMPOrpaMMHOe obecrieyeHne CpeICTB 3auThl MHopMaluu. Ha IpuUKIagHOM U CETEBOM
(MHGPACTPYKTYPHOM) YPOBHSIX 3aIIUTa MHGOPMAIMK TOJKHA 00eCIeunBaThCS MPUMEHEHVEM BCTPOEHHBIX B IPUKIIATHOE
MporpaMMHoOe obecriedeHe CPeICTB 3allUThl MHGOpMAIMK U (M) IpUMeHeHeM HaIOsKeHHbIX U CeTEBbIX CPEe/ICTB
3amMTh MHQOpMAaIN.

71. s 3a1MThl MTHGOPMAaIMM AOKHBI IPUMEHSITBCS cCepTUPUIIMPOBAHHbBIE CPeICTBA 3allUThl MHGOpMAIK B
COOTBETCTBUM C MHCTPYKUMSIMU (TTPaBUIaMM) TI0 X SKCIUTyaTal[MM, yCTAHOBAEHHBIMM pa3paboTuMKaMu B
9KCIUTyaTAllMOHHOM TOKyMeHTanyu. [IpMMeHsieMble CpeCTBA 3alMUThl MHGOPMAIMK TOJKHBI ObITh 00ECIeueHbl CO
CTOPOHBI UX Pa3pabOTUMKOB MOMEePIKKOI 6e30macHOCTM Ha TeppuTopun Poccuiickoit @enepaiiyiy, BKI0Yas BBITYCK U
TpUMeHeHN e 06HOBJIEHMIT TPOrPpaMMHOro o6ecrieueHus, 06eCcIeunBaIMX YCTPaHEHME BbISIBJIEHHbBIX YSI3BUMOCTE,
neeKToB U HeTOCTATKOB.

CpezncTBa 3auuUThl MHGOPMAIVK TOKHBI TPUMEHSITbCS C COOTIOIEHMEM 3aITPETOB, YCTAHOBJIEHHBIX ITYHKTOM 6 YKasa
ITpesupenTta Poccuiickoit @emgepauyy ot 1 mast 2022 r. N 250 "O mOMOTHUTENIbHBIX Mepax 10 06ecrieueHnIo
mHdopMaIMoHHoI 6e3omacHocTy Poccuiickoit ®emepanym’.

72. HpI/IMEHHEMbIe CepTI/Id)I/ILU/I]IJOBaHHbIe cpencTBa 3allIUTBI I/IH(I)OpMaLU/II/I JAOJIKHbI COOTBETCTBOBATL:

JLJIST 31U ThI MH(POPMAIMOHHBIX cucTeM 1 Kjlacca 3alIUIEeHHOCTH - He HYDKe YeM 4 KJIacCy 3allUThI M YPOBHIO foBepus <31>;

<31> ITyHkT 2, noanyHKT 13(1) nmynkra 8 [Tonosxkenns: o ®CTIK Poccumn.
JLJIST 3a1IMThI MH(POPMAIIMOHHBIX CUCTEM 2 KJIacca 3alIUIIeHHOCTH - He HIDKe YeM 5 K1accy 3aiuThl M YPOBHIO OBEPUS;
IS 3a1UThI MHGOPMAIMOHHBIX CUCTeM 3 Kacca 3allUIeHHOCTH - 6 KJIacCy 3alUThl M YPOBHIO OBEPMUSL.

73. Ha cTagyusix >KM3HEHHOTO LIMKJ/Ia TOCYIapCTBEHHBIX MHOOPMAIIMOHHBIX CHCTEM MepBbI 110 3aluTe MHOOPMAIIUY JOJIKHBI
MMPUHMUMATbCS 3aKa3uMKaMy, OIlepaTopaMy B COOTBETCTBMM ¢ TpeGoBaHMSIMM K IMOPSIAKY CO3OaHMSI, pa3BUTHS, BBOJIA B
3KCIUTyaTalMIO, SKCIUTyaTallMM Y BBIBOJA U3 IKCILTyaTAlIMM TOCYIaPCTBEHHBIX MH(MDOPMAIMOHHBIX CUCTEM U JTaJIbHEMIIIETO
XpaHeHMs cofepsKaleiics B ux 6a3ax JaHHBIX MHGQOPMAIMM, YTBEPKIEeHHbIMM ITIOCTaHOB/IeHMeM [IpaBUTeNbCTBa
Poccuitckoit @epepanyy ot 6 mionst 2015 1. N 676, Ha CTaAMSX SKM3HEHHOTO IIMK/IA MHBIX MH(MOPMAaIMOHHBIX CUCTEM - B
COOTBETCTBUM C pa3aesoM 5 HallMoHaNbHOro cTanmaprta Poccuiickoit ®emepauyy 'OCT P 51583-2014 "3amuTa
uHpopMaiyn. ITIopsSaoK cO3TaHMsT aBTOMATU3MPOBAHHBIX CUCTEM B 3aIMINEHHOM UcHoaHeHuu. O61ye Tpe6boBaHms.",
YTBEPXXAE€HHOTO U BBeJJEHHOTO B JiejicTBue Npuka3oM Poccranmapra oT 28 suBapst 2014 1. N 3-ct (M., @I'YII
"Cranmaptuadopm’, 2014).
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Ipunoxcerue

K TpeGosaHusm o 3awjume uHgpopmayuu,
codepxcawyeticss 8 20cy0apCcmeeHHbIX
UHQOPMAYUOHHBIX CUCMEMAX, UHbLX

UHMOPMAYUOHHBIX cUCMeEMax 20Cy0apcnmeeHHbLx
0p2aH08, 20Cy0apCcmeeHHbIX YHUMapHbLx
npednpusmuti, 20cy0apcmeeHHbIx yupexcoeHull,
ymeepxdeHHbiM npukazom @CTIK Poccuu

om 11 anpens 2025 2. N 117

TPEBOBAHNS K OITPEJEJIEHMIO KJTACCA SAIIMIIEHHOCTHA
MH®OPMALIMOHHOM CUCTEMBI

1. Omepatopom (o6agaTenemM MHGOPMaLMM) YCTAHABIMBAIOTCS TPU Kacca 3allUIeHHOCTY MHGOPMAIIMOHHbBIX CUCTEM,
ompenesIioNIie YPOBHM 3aIIUIIEHHOCTH CoepKaleiics B HUX MH(popManun.

CaMblif HU3KMIA KJIacC - TPETHUIA, CaMblii BBICOKMIA - TepBbIit. Kitace 3ammimeHHOCTY MHGOPMALMOHHON CUCTeMbI (TIePBbI
knacc (ganee - K1), Bropoii knacc (ganee - K2), tpetuit kinacc (nanee - K3) onpenensieTcs B 3aBUCMMOCTHU OT YPOBHS
3HaUMMOCTU MHopMauum (gajnee - ¥3), o6pabaTbiBaeMOJi B 3T0i MH(POpMaLMOHHOI cucTeMe, ¥ MacliTadba
MHGOPMAIMOHHO CUCTEMBI.

2. YpOBeHb 3HaUMMOCTU MH(GOPMALIM OIIPELEISeTCs B 3aBUCUMMOCTY OT CTeIIeH) BO3MOYKHBIX HEraTUBHBIX ITOC/IeNCTBUIA
(ymiep6a) myist obnagaTesnss MHGoOpMaLuy 1 (M) ollepaTopa OT HapylleHus KOHQUAEHIMATbHOCTA (HeIIpaBOMEPHbIe
IOCTYII, KOTIMPOBaHMe, IPeIoCcTaBAeHe Uy paclpocTpaHeHue), IeJIOCTHOCTHM (HeIlpaBOMEePHbIe YHUUTOKEHME UIIN
MoIuUIMPOBaHue) WM LOCTYITHOCTH (HempaBoMepHoe 610KupoBanue) uabopmauuy. HeraTusHble mocienctsus (yuep6)
OTIPEIEIISIOTCS B TOM UMC/IEe Ha OCHOBE ITepeyuHsl HeraTMBHbIX IOCIeICTBIUI, BKIIOUEHHbIX B O0aHK JAaHHBIX YTPO3
6e3omnacHocTy MHGopmanyuu ®CTIK Poccun.

CrereHb BO3MOXHOTO yilep6a omnpeaensieTcst obnagateneM nHGOpMaluy UM oriepaTopoM (o6agaTenemM nHbopMalnm) B
COOTBETCTBUY C Tabmuiest 1:

Tab6mmna 1
CrerieHb Bo3MosKHBII yiep6 oT HapyuieHus: 6e30macHOCT MHGopMauy U (Mian) PyHKIMOHMPOBAHUS
BO3MOKHOT'O MHGOPMAIMIOHHO CUCTEMBI
yiep6a
Bricokas B0o3MOXHBI CylIeCTBEHHBIE HETaTUBHBIE MTOCIAEACTBUS B COLMAIbHON, MOTUTUYECKOA,

MeXIYHAPOIHOI, 9KOHOMUYECKO, GDMHAHCOBO MY MHBIX 06IACTSIX AeSITETbHOCTU U (M)
mHbopMaIMoHHAas cucTeMa 1 (UIK) OrepaTop, o6ragaTesnb MHGOPMAaLUK He MOTYT BBITTOMHSATD
BO3JIOKEHHbIE Ha HUX QYHKIIUK

CpenHss Bo3MOXXHBI yMepeHHbIe HeTaTUBHbIE MTOCAENCTBUS B COLMATbHOM, IOTUTUYECKOM,
MEXIYHAPOIHO, SKOHOMUYECKOI, PMHAHCOBOI MJIM MHBIX 00JIACTSIX AeSITeIbHOCTY U (MUJIN)
nHbOPMAIMOHHAS CUCTeMa U (MJIN) OIlepaTop, 061agaTe b MHGOPMaLM He MOTYT BBITIOTHSTh
XOT$I ObI OJTHY M3 BO3JIOKEHHBIX Ha HUX (DYHKIIMIA

Husxkas B03MOXXHBI HE3HAUUTETbHbIE HETATUBHbBIE ITOCIEACTBUS B COIMATBHOM, TOMUTUYECKOIA,
MeKAyHAPOIHOM, SKOHOMMUYECKO, GMHAHCOBO MJIM MHBIX 00JIACTSIX NeITeTbHOCTY U (UITN)
mHbopMaIMoHHAs CUCTeMa U (MIK) OTIePaTop, 06IagaTesb MHGOPMAIIMM MOTYT BbITIONHSI T
BO3JIOKEHHbIE HA HUX QYHKIMYU C HeAOCTATOUHOV 3(h(HEKTUBHOCTHIO WM BbITIOTHEHME
(byHKIIMIT BO3MOXKHO TOJIBKO C TIPUBJIeUeHEM JTOTIOTHUTENbHbBIX CUJT U CPELICTB
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3. BbICOKMIT ypoBeHb 3HAUMMOCTH (fmasiee - Y3 1) MO/KeH YCTaHABIMBATBCS, €CIIY XOTSI ObI IJISI OAHOTO U3 CBOVICTB
6e3onacHocTy MHGOPMAIVY (KOHPUIEHIVATBHOCTH, II@IOCTHOCTH, JOCTYITHOCTH) OIIpeie/ieHa BbICOKAS CTeleHb yiepoa.

Cpenuuii ypoBeHb 3HAUMMOCTH (Hajee - Y3 2) Do/KeH YCTaHaBIUBATbCS, €CJIM XOTSI Obl /11 OOHOTO U3 CBOJCTB
6e3oracHOCTY MHGbOpMaIMK (KOHGUIEHIMATBHOCTH, IIeJIOCTHOCTHU, MOCTYITHOCTY) OIIpeie/ieHa CpeHsIsSl CTeIeHb yiiepba u
HET HY OTHOTO CBOJICTBA, [AJIT KOTOPOTO OTIpefiesieHa BbICOKask CTENeHb yiepoba.

Hwuskuit ypoBeHb 3HaUMMOCTH (Hasnee - Y3 3) JO/KEH YCTAHABIMBATHCS, €CJTU JIJIST BCEX CBONCTB 6e30macHoCTM MHbOopManm
(KOHOUAEHUMATBHOCTH, 1[eIOCTHOCTH, AOCTYITHOCTH) OTIpeeeHbl HU3KMe CTelleHN yiiepoa.

4. JIns viHGOpMaIuu, KOTopast OTHeCeHa K MHGOpPMaluy OrpaHMUYEHHOTO PACIIPOCTPAHEHMST U ISl HOCUTENei KOTOpOoii
yCTaHOBJIEHA OTPAHMYMTEIbHAS TTIOMEeTKa "IJIsl CIIY>KeOHOTO 0JIb30BaHMS ", OJIKEH ObITh YCTaHOBJIEH Y3 1.

5. ITpu 06paboTKe B MHOOPMALIMOHHOI CUCTEME JIBYX U 60siee BUIOB MHbopManyy Y3 onpenensieTcst OTHeNbHO st
Kaskmoro Buaa nHdopmaiun. UTorossiit V3, o6pabaTbiBaeMoii B MHGOPMAIIVIOHHO CUCTEME, YCTaHABIMBAETCS T10
HaMBBICIIMM 3HAUEHUSIM CTEIEHN BO3MOXKHOTO yiep6a, OIpefe/leHHbIM AJ1 KOHOUAEHIIMATbHOCTH, [EJIOCTHOCTH,
JOCTYITHOCTY MH(OpMaLyy KaXKI0To Buaa MHGOPMAaIVA.

6. Iyt MH(POPMAaIIMOHHO CUCTEMBI JO/KEH ObITh OIpenesieH deaepaibHblii MacIITab, e OHa MpeaHa3HaueHa sl
pelieHust 3a1a4 Ha Bceil TeppuTopuu Poccuiickoit @emepalivu Uiau B IIpefesiax ABYX U 6omee cyobekToB Poccuiickoii

Oepepalivin.

st vHOOPMALVOHHO CUCTEMBI IO/KEH ObITH OIIPele/IeH PerMOHAIbHbBIN MaclITab, ecyiv OHa MpeqHasHaueHa IJis
peleHus 3aa4 B IpeIeiax OMHOTo cyobekTa Poccuiickoit demepatiym.

s HGOPMAaIMOHHO CUCTEMBI JO/IKEeH ObITh OIpeme/ieH 00beKTOBBIN MaciiTad, ecjii OHa IIpeqHa3sHaueHa AJIs peleHus
3a/1a4 B TIpegeaax 00bekTa (06beKTOB) OJHOIO rOCYAAPCTBEHHOr0 OpraHa, MyHMIIUIIAIbHOTO 06pa30BaHysI, OpraHu3alyu.

7. Kiacc sammineHHOCTY MH(POPpMAaLVIOHHOJ CHCTEMBI OIPeIe/sseTcsl B COOTBETCTBUM C Tabnuiei 2:

Tab6muua 2
V3 Macitab MHGOpPMAaIMOHHO CUCTEMBI
denepanbHbIi PernonanbHbIln OG6GBEKTOBBI
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3

8. Kiaccel 3ammineHHOCTY MHOOPMALIMOHHBIX CUCTeM, QYHKIMOHUPYIOMIYX Ha 6a3e MHGOPMAaI[MOHHO-
TeIeKOMMYHUKAIIMOHHOM MHGPACTPYKTYPbI, He TOJIKHBI ObITH BBIIIE KJIacca 3alUIeHHOCTH 3TO MHPOpMaIOHHO-
TeIeKOMMYHUKAIIMOHHO MHDPACTPYKTYPBI.

9. ,H,OI'IYCKaETCFI IIprCBOeHME OTAEJIbHBIM CeIrMEeHTaM MHd)OpMaHMOHHOﬁ CHUCTEeMbI pa3HbIX K/IaCCOB 3allIMIII€HHOCTN. B sTom

CTydyae Mephl TI0 3a1mTe MHOopMaIMu cerMeHTOB MHGOPMAalMOHHO CUCTEMBI 1 COZlepsKallleiicss B HUX MHMOpMaIm
JIOJDKHBI TPUHMMATBCS B COOTBETCTBUM C PUCBOEHHBIMY MM KJIacCaMM 3aIIUIEHHOCTH.

10. PesynpTaThl KIaccudmkanym oQopMIsSIOTCSI aKTOM, KOTOPBIN yTBEPsKAAeTcs oliepaTtopom (obmanartenemM nHbOpMaLum).
AKT KnaccubmKrauym JOKEH coepykaTh HaMMeHOBaHMe KiIacCubUIpyeMoii CUCTEMBI M CETMEHTOB MHMOPMAI[MOHHO
CUCTeMbI ITpU UX Hamuuuu, Y3 uin Y3 B cerMeHTax MH(POpMalMOHHOJ CHCTEMBI IIPU UMX HaJIMUMUM, MacIITab
MHGOPMAIMOHHO CUCTEeMBI U (MJIM) CerMeHTOB MH(DOPMaLMOHHO CUCTEMBI IIPY X HAIWYMUU, TTPUCBOEHHBIN KIacc
3aIIMIIEHHOCTY MHGOPMAIMOHHON CUCTEME MJIU CerMeHTaM MH(MOPMaIMOHHOM CUCTEMBI ITPU UX HaIMuuu. JlomyckaeTcst
odbopmIIeHNE eJMHOTO aKTa KiaaccuuKamyy Ha HeCKOIbKO CeTMeHTOB MHGOPMAIIMOHHOM CUCTEeMbI OJHOTO OTlepaTopa
(obnmamatesnss nHGOpMAaIn).

11. Kiacc sanuieHHOCT MHGOPMAaIMOHHOM CHCTeMbI (CETMEHTOB MH(DOPMAIIMOHHOI CUCTEMbI) ITOIJIEKUT IIEPECMOTPY

Mpy M3MeHeHUM MaciiTaba MHGOOPMALMOHHON CUCTeMbI (CerMeHTOB MHGOPMAIMOHHON CUCTEMbI) UM 3HAUMMOCTHU
cofepykaiericst B Heil nHGOpMaIuu (B cerMeHTax MH(POPMaIMOHHOM CUCTEMBI).
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